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QUESTION 1

Fuzzing is a security assessment technique that allows testers to analyze the behavior of software applications under
which of the following conditions?

A. Unexpected input
B. Invalid output

C. Parameterized input
D. Valid output

Correct Answer: A

QUESTION 2

A network administrator needs to provide daily network usage reports on all layer 3 devices without compromising any
data while gathering the information. Which of the following would be configured to provide these reports?

A. SNMP
B. SNMPv3
C. ICMP

D. SSH

Correct Answer: B

QUESTION 3

The Human Resources department has a parent shared folder setup on the server. There are two groups that have
access, one called managers and one called staff. There are many sub folders under the parent shared folder, one is
called payroll. The parent folder access control list propagates all subfolders and all subfolders inherit the parent
permission. Which of the following is the quickest way to prevent the staff group from gaining access to the payroll
folder?

A. Remove the staff group from the payroll folder

B. Implicit deny on the payroll folder for the staff group

C. Implicit deny on the payroll folder for the managers group

D. Remove inheritance from the payroll folder

Correct Answer: B

QUESTION 4
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After a production outage, which of the following documents contains detailed information on the order in which the
system should be restored to service?

A. Succession planning

B. Disaster recovery plan

C. Information security plan
D. Business impact analysis

Correct Answer: B

QUESTION 5

A security administrator wishes to increase the security of the wireless network. Which of the following BEST addresses
this concern?

A. Change the encryption from TKIP-based to CCMP-based.

B. Set all nearby access points to operate on the same channel.
C. Configure the access point to use WEP instead of WPA2.

D. Enable all access points to broadcast their SSIDs.

Correct Answer: A

QUESTION 6

All of the following are encryption types EXCEPT:
A. Full disk

B. SMIME

C. File and folder

D. RADIUS

Correct Answer: D

QUESTION 7

Two programmers write a new secure application for the human resources department to store personal identifiable
information. The programmers make the application available to themselves using an uncommon port along with an 1D
and password only they know. This is an example of which of the following?

A. Root Kit

B. Spyware
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C. Logic Bomb
D. Backdoor

Correct Answer: D

QUESTION 8

Public keys are used for which of the following?
A. Decrypting wireless messages

B. Decrypting the hash of an electronic signature
C. Bulk encryption of IP based email traffic

D. Encrypting web browser traffic

Correct Answer: B

QUESTION 9

An information bank has been established to store contacts, phone numbers and other records. A UNIX application
needs to connect to the index server using port 389. Which of the following authentication services should be used on
this port by default?

A. RADIUS

B. Kerberos

C. TACACS+

D. LDAP

Correct Answer: D

QUESTION 10

Two members of the finance department have access to sensitive information. The company is concerned they may
work together to steal information. Which of the following controls could be implemented to discover if they are working
together?

A. Least privilege access

B. Separation of duties

C. Mandatory access control

D. Mandatory vacations

Correct Answer: D
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QUESTION 11

Mike, a security professional, is tasked with actively verifying the strength of the security controls on a company\\'s live
modem pool. Which of the following activities is MOST appropriate?

A. War dialing
B. War chalking
C. War driving
D. Bluesnarfing

Correct Answer: A

QUESTION 12

A financial company requires a new private network link with a business partner to cater for real- time and batched data
flows. Which of the following activities should be performed by the IT security staff member prior to establishing the
link?

A. Baseline reporting

B. Design review

C. Code review

D. SLA reporting

Correct Answer: B
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