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QUESTION 1

Which three settings are the factory default settings on FortiManager? (Choose three.)
A. The administrative domain is disabled.

B. The Portl interface IP address is 192.168.1.99/24.

C. Management Extension applications are enabled.

D. The FortiManager setup wizard is disabled.

E. FortiAnalvzer features are disabled.

Correct Answer: ABE

QUESTION 2

An administrator has assigned a global policy package to custom ADOM. Then the administrator creates a new policy
package Fortinet in the custom ADOM. What will happen to the Fortinet policy package when it is created?

A. You need to assign the global policy package from the global ADOM
B. You need to reapply the global poky package to the ADOM

C. it automatically assigns the global policies

D. You can select the option to assign the global polices

Correct Answer: C

QUESTION 3

An administrator has enabledService Accesson FortiManager.

What is the purpose ofService Accesson the FortiManager interface?

A. Allows FortiManager to download IPS packages

B. Allows FortiManager to respond to request for FortiGuard services from FortiGate devices
C. Allows FortiManager to run real-time debugs on the managed devices

D. Allows FortiManager to automatically configure a default route

Correct Answer: B

FortiManager 6.2 Study guide page 350
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QUESTION 4

An administrator with theSuper_Userprofile is unable to log in to FortiManager because of an authentication failure
message. Which troubleshooting step should you take to resolve the issue?

A. Make sure FortiManager Access is enabled in the administrator profile

B. Make sure Offline Mode is disabled

C. Make sure the administrator IP address is part of the trusted hosts.

D. Make sure ADOMs are enabled and the administrator has access to the Global ADOM

Correct Answer: C

Even if a user entered the correct userid/password, the FMG denies access if a user is logging in from an untrusted

source IP subnets. Reference:https://docs.fortinet.com/document/fortimanager/6.0.3/administration-
guide/107347/trusted-hosts

QUESTION 5

Refer to the exhibit.

Latest NSE5_FMG-7.2 Dumps | NSE5_FMG-7.2 Study Guide | NSE5_FMG-7.2 Exam Questions 3/11


https://www.pass4itsure.com/nse5_fmg-7-2.html
https://www.pass4itsure.com/nse5_fmg-7-2.html
https://www.pass4itsure.com/nse5_fmg-7-2.html

VCE & PDF https://www.pass4itsure.com/nse5_fmg-7-2.html
2024 Latest passditsure NSE5 FMG-7.2 PDF and VCE dumps Download
PassditSure.com

Request

POST http://localhost:8080/fpc/api/customers/1l/policytabe
Headers

accept: application/json
content-Lype: application/ json
fpc-sid: SFPCSID

Cookie: JSESSIONID=SFPCSID
Payload

{

*centralNat"™: true,
"interfacePolicyt": false,
*dosPolicyé”: false,
*policy€éq4™: false,
"interfacePolicy”: true,
"policyé”: false,
*dosPolicy”: false,
"policy46™: false,

wia": 1,

"customerId™: 1

}

Response

Status 200 CK

Which statement is true about the FortiManager ADOM policy tab based on the API request?
A. The APl command has enabled both central NAT and interface policy on the policy tab.

B. The API command has requested the policy tab permissions information only.

C. The APl command has failed when requesting policy tab permissions information.

D. The APl command has applied to customer with ID: 200.

Correct Answer: A

QUESTION 6

What is the purpose of ADOM revisions?
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A. To createSystem Checkpointsfor the FortiManager configuration.
B. To save the current state of the whole ADOM.
C. To save the current state of all policy packages and objects for an ADOM.

D. To revert individual policy packages and device-level settings for a managed FortiGate by reverting to a specific
ADOM revision

Correct Answer: C

Fortimanager 6.4 Study guide page 198

QUESTION 7
View the following exhibit.

== System Settings

Advanced Settings

Advanced
SNMP

Mail Server
Svslog Server
Meta Fields ADOM Mode (O Nommal @ Advanced
Device Log Settings

File Management
Advanced Settings

What is the purpose of settingADOM ModetoAdvanced?

A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager

C. This setting allows you to assign different VDOMSs from the same FortiGate to different ADOMs.
D. The setting disables concurrent ADOM access and adds ADOM locking

Correct Answer: C

Reference:https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

QUESTION 8

Refer to the exhibit.
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Start to import config from device(Local-FortiGate) vdom(root) to
adom(My_ADOM), package(Local-FortiGate_root)

"firewall service category”,SKIPPED,"(name=General, 0id=5697, DUPLICATE)"
“firewall address”,SUCCESS,"(name=LOCAL_SUBNET, oid=684, new object)"

“firewall service custom”,SUCCESS,"(name=ALL, 0id=863, update previous
object)"

“firewall policy”, SUCCESS,"(name=1, oid = 1090, new object)"

Which statement about the object named ALL is true?
A. FortiManager updated the object ALL using the FortiGate value in its database.
B. FortiManager installed the object ALL with the updated value.

C. FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed
FortiGate.

D. FortiManager updated the object ALL using the FortiManager value in its database.

Correct Answer: A

QUESTION 9

View the following exhibit, which shows theDownload Import Report:

Start to import config from devices{Remote-FortiGate) vdom (root)to adom (MyADOM),
Package(Remote-FortiGate)

“firewall address”, SUCCESS,"[name=REMOTE_SUBNET,0id=580, new ohject)”

“firewall policy”,SUCCESS,"{name=1, 0id=550,new object)”

“firewall policy”,FAIL,"{name=1D:2{#2), cid=9391, reason=interface(interface binding

Contradiction.detail:any<-portad)binding fail}”

Why it is failing to import firewall policy ID 2?

A. The address object used in policy ID 2 already exist in ADON database with any as interface association and
conflicts with address object interface association locally on the FortiGate

B. Policy ID 2 is configured from interface any to porté FortiManager rejects to import this policy because any interface
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does not exist on FortiManager

C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager

D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named Remote-FortiGate.
Correct Answer: A

FortiManager_6.4_Study_Guide-Online ?page 331and; 332

QUESTION 10

Refer to the exhibit.
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Device Manager System Templates

install Wizard
B Device & Groups > Edit System Template Admin Settings
@ Seripts 1DeviceinTotal  View Details »
@ Provisioning Templates | ~ [0 2 Training HTTP Port 80
4 Remote-FortiGate
Template Groups Redirects to HTTPS
Fabric Authorization Temp... DNs i HTTPS Port 443
Primary DNS Server Q@ 192.168.1.11
Psec Tunnel Templates SSH v1 compatibility (o ]
d NS Serves 19;
SD-WAN Templates Secondary DNS Server Q@ 192.168.1.12 \die Timeout (1 - 480 mins) 5
Local Domain Name
SD-WAN Overlay Templat... sl Q Enable SCP o
Static Route Templates Advanced Options > Switch Controller (e ]
BGP Templates View Settings
PS Template Language English
ifh N te Line Pa 0
Certificate Templates o ines per Page 5
Threat Weight Theme Jade
CLI Templates
Alert Email
NSX-T Service Templates
# Firmware Templates SMTP Server
52 Manitoks Authentication [ Enabic
Apply
2ppy SNMP
SNMP Agent Enable
SNMPv1/v2e
+CreateNew [Edit "SClone B Delete
[m 4 Community Name Queries Traps
No record found.
Configuration

Install Preview of Remote-FortiGate

1: config system email-server
unset server
unset security

4 end

5. config sys rak management

config s

purge
end
end
10: config system dns
sct primary 192.168.1.111
set sccondary 192.168.1.112
13: end
4: conhg system samp sysinfo
set status enable
& end

7. config system central-management

anset inchide-default-servers

On FortiManager, an administrator created a new system template namedTrainingwith two new DNS addresses. During
the installation preview stage, the administrator notices that central-management settings need to be purged.

What can be the main reason for the central-management purge command?
A. The Remote-FortiGate device does not have any DNS server-list configured in the central-management settings.
B. The DNS addresses in the default system settings are the same as the Training system template.

C. The ADOM is locked by another administrator.
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D. The Training system template has a default FortiGuard widget.

Correct Answer: A

QUESTION 11

Which configuration setting for FortiGate is part of an ADOM-level database on FortiManager?
A. NSX-T Service Template

B. Security profiles

C. SNMP

D. Routing

Correct Answer: B

QUESTION 12

What are two outcomes of ADOM revisions? (Choose two.)

A. ADOM revisions can significantly increase the size of the configuration backups.

B. ADOM revisions can save the current size of the whole ADOM

C. ADOM revisions can create System Checkpoints for the FortiManager configuration

D. ADOM revisions can save the current state of all policy packages and objects for an ADOM
Correct Answer: AD

Reference:https://docs2.fortinet.com/document/fortimanager/6.0.0/best-practices/101837/adom-revisions

QUESTION 13
What will happen if FortiAnalyzer features are enabled on FortiManager?
A. FortiManager will reboot

B. FortiManager will send the logging configuration to the managed devices so the managed devices will start sending
logs to FortiManager

C. FortiManager will enable ADOMs automatically to collect logs from non-FortiGate devices
D. FortiManager can be used only as a logging device.
Correct Answer: A

Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1800_FAZ%20Features/0200_Ena
ble%20FAZ%20Features.htm
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QUESTION 14

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the
expected result?

A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
C. The shared policy package will not be moved to the new ADOM

D. Policy packages will be imported into the new ADOM automaticallyD

Correct Answer: C

Reference:https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-
FortiManager/ta-p/198342

QUESTION 15

Refer to the exhibit.

! Start to import config from device(Local-FortiGate) vdom(root) to
' adom(My_ADOM), package(Local-FortiGate_root)

"firewall service category",SKIPPED,"(name=General, 0id=697, DUPLICATE)"
“firewall address",SUCCESS,"(name=LOCAL SUBNET, oid=684, new object)"

“firewall service custom”,SUCCESS,"(name=ALL, 0id=863, update previous
object)"

"firewall policy"”,SUCCESS,"(name=1, 0id=1090, new object)"

Given the configuration shown in the exhibit, how did FortiManager handle the service category named General?
A. FortiManager ignored the firewall service category General but created a new service category in its database.
B. FortiManager ignored the firewall service category general and deleted the duplicate value In Its database

C. FortiManager ignored the firewall service category General and updated the FortiGate duplicate value in the
FortiGate database.

D. FortiManager ignored the firewall service category General and did not update Its database with the value
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Correct Answer: D
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