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QUESTION 1

Which Statements about virtual domains (VDOMs) arc true? (Choose two.) 

A. Transparent mode and NAT/Route mode VDOMs cannot be combined on the same FortiGate. 

B. Each VDOM can be configured with different system hostnames. 

C. Different VLAN sub-interface of the same physical interface can be assigned to different VDOMs. 

D. Each VDOM has its own routing table. 

Correct Answer: CD 

 

QUESTION 2

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true? 

A. A phase 2 configuration is not required. 

B. This VPN cannot be used as part of a hub-and-spoke topology. 

C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed. 

D. The IPsec firewall policies must be placed at the top of the list. 

Correct Answer: C 

 

QUESTION 3

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.) 

A. Implement firewall authentication for all users that need access to fortinet.com. 

B. Manually install the FortiGate deep inspection certificate as a trusted CA. 

C. Configure fortinet.com access to bypass the IPS engine. 

D. Configure an SSL-inspection exemption for fortinet.com. 

Correct Answer: AD 

 

QUESTION 4

Which of the following statements about NTLM authentication are correct? (Choose two.) 
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A. It is useful when users log in to DCs that are not monitored by a collector agent. 

B. It takes over as the primary authentication method when configured alongside FSSO. 

C. Multi-domain environments require DC agents on every domain controller. 

D. NTLM-enabled web browsers are required. 

Correct Answer: AD 

 

QUESTION 5

Which of the following statements about the FSSO collector agent timers is true? 

A. The workstation verify interval is used to periodically check if a workstation is still a domain member. 

B. The IP address change verify interval monitors the server IP address where the collector agent is installed, and the
updates the collector agent configuration if it changes. 

C. The user group cache expiry is used to age out the monitored groups. 

D. The dead entry timeout interval is used to age out entries with an unverified status. 

Correct Answer: D 

 

QUESTION 6

View the exhibit. 

VDOM1 is operating in transparent mode VDOM2 is operating in NAT Route mode. There is an inteface VDOM link
between both VDOMs. A client workstation with the IP address 10.0.1.10/24 is connected to port2. A web server with
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the IP address 10.200.1.2/24 is connected to port1. What is required in the FortiGate configuration to route and allow
connections from the client workstation to the web server? (Choose two.) 

A. A static or dynamic route in VDOM2 with the subnet 10.0.1.0/24 as the destination. 

B. A static or dynamic route in VDOM1 with the subnet 10.200.1.0/24 as the destination. 

C. One firewall policy in VDOM1 with port2 as the source interface and InterVDOM0 as the destination interface. 

D. One firewall policy in VDOM2 with InterVDOM1 as the source interface and port1 as the destination interface. 

Correct Answer: C 

 

QUESTION 7

Which statements correctly describe transparent mode operation? (Choose three.) 

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets. 

B. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses. 

C. The transparent FortiGate is visible to network hosts in an IP traceroute. 

D. It permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

E. FortiGate acts as transparent bridge and forwards traffic at Layer 2. 

Correct Answer: BDE 

 

QUESTION 8

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does FortiGate take? 

A. It notifies the administrator by sending an email. 

B. It provides a DLP block replacement page with a link to download the file. 

C. It blocks all future traffic for that IP address for a configured interval. 

D. It archives the data for that IP address. 

Correct Answer: C 

 

QUESTION 9

Examine this output from a debug flow: Which statements about the output are correct? (Choose two.) 
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A. FortiGate received a TCP SYN/ACK packet. 

B. The source IP address of the packet was translated to 10.0.1.10. 

C. FortiGate routed the packet through port 3. 

D. The packet was allowed by the firewall policy with the ID 00007fc0. 

Correct Answer: AC 

 

QUESTION 10

How does FortiGate select the central SNAT policy that is applied to a TCP session? 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central SNAT policy, reviewing from top to bottom. 

C. It selects the central SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 

 

QUESTION 11

HTTP Public Key Pinning (HPKP) can be an obstacle to implementing full SSL inspection. What solutions could resolve
this problem? (Choose two.) 

A. Enable Allow Invalid SSL Certificates for the relevant security profile. 

B. Change web browsers to one that does not support HPKP. 

C. Exempt those web sites that use HPKP from full SSL inspection. 

D. Install the CA certificate (that is required to verify the web server certificate) stores of users\\' computers. 

Correct Answer: BC 

 

QUESTION 12

An administrator wants to configure a FortiGate as a DNS server. FotiGate must use a DNS database first, and then
relay all irresolvable queries to an external DNS server. Which of the following DNS methods must you use? 
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A. Recursive 

B. Non-recursive 

C. Forward to primary and secondary DNS 

D. Forward to system DNS 

Correct Answer: A 

 

QUESTION 13

Which of the following statements about policy-based IPsec tunnels are true? (Choose two.) 

A. They can be configured in both NAT/Route and transparent operation modes. 

B. They support L2TP-over-IPsec. 

C. They require two firewall policies: one for each directions of traffic flow. 

D. They support GRE-over-IPsec. 

Correct Answer: AB 

 

QUESTION 14

Which one of the following processes is involved in updating IPS from FortiGuard? 

A. FortiGate IPS update requests are sent using UDP port 443. 

B. Protocol decoder update requests are sent to service.fortiguard.net. 

C. IPS signature update requests are sent to update.fortiguard.net. 

D. IPS engine updates can only be obtained using push updates. 

Correct Answer: C 

 

QUESTION 15

View the exhibit. 
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Why is the administrator getting the error shown in the exhibit? 

A. The administrator must first enter the command edit global. 

B. The administrator admin does not have the privileges required to configure global settings. 

C. The global settings cannot be configured from the root VDOM context. 

D. The command config system global does not exist in FortiGate. 

Correct Answer: C 

Latest NSE4_FGT-6.0
Dumps

NSE4_FGT-6.0 Practice
Test

NSE4_FGT-6.0 Study Guide

Powered by TCPDF (www.tcpdf.org)

Latest NSE4_FGT-6.0 Dumps | NSE4_FGT-6.0 Practice Test | NSE4_FGT-6.0 Study Guide                               7 / 7

https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html
http://www.tcpdf.org
https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html

