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QUESTION 1

What is shown in the screenshot? 
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A. Google threat types 

B. Windows event channels 

C. Mitre ATTandCK tactics 

D. CIS critical controls 

Correct Answer: C 

 

QUESTION 2

Access Kibana via http://10.0.1.7:5601 and use theazure-* index pattern. Between March 31st, 2021 and April 3rd,
2021, how many virtual machines were created that use a Linux operating system? 

A. 4 

B. 6 

C. 5 

D. 2 

E. 3 

F. 8 

G. 7 

H. 9 

I. 1 

J. 10 

Correct Answer: B 

 

QUESTION 3

At what organizational level are EC2 services managed by customers? 

A. Data center 

B. Regional 

C. Global 

D. Continental 

Correct Answer: B 
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QUESTION 4

Which cloud service provider produces sampled flow logs? 

A. GCP 

B. Azure 

C. AWS 

Correct Answer: A 

 

QUESTION 5

What logical AWS structure type is used to chain together accounts in a trust relationship which allows for single sign-on
and cross-account management? 

A. Subscription 

B. Organisation 

C. OU 

D. Tenant 

Correct Answer: B 

 

QUESTION 6

What 1$ a drawback of analyzing a snapshot outside of AWS? 

A. Incomplete data 

B. Long download time 

C. Incompatible image format 

D. Low latency 

Correct Answer: B 

 

QUESTION 7

Which statement describes a zld.metal EC2 instance? 

A. It Is an accelerated computing system with a GPU or I PGA 

B. The system can be configured to add resources at a trigger point 

C. It is a high-frequency system with very fast RAM access 
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D. The system is optimized for a high CPU-to-memory ratio 

Correct Answer: C 

 

QUESTION 8

What is a best practice recommendation when using API keys for AWS access? 

A. Delete the account\\'s default access keys 

B. Define specific role permissions 

C. Enable MFA protection 

D. Configure STS one-time tokens 

Correct Answer: A 

 

QUESTION 9

What method does Google use to alert Gmail account holders that they may be under attack by government sponsored
attackers? 

A. Message upon successful logon 

B. SMS text message 

C. Email sent to the user 

D. Alert sent to recovery account 

Correct Answer: A 

 

QUESTION 10

Using the SOF-ELK instance at 10.0.1.7:5601, inspect the netflow logs related to the ip 5.62.19.62. 

Which of the ports seen in the netflow logs associated with the ip 5.62.19.62 has the lowest count? 

Hint: Use a wide time frame such as 20 years to ensure all the relevant data is in the scope. 

A. 2341 

B. 389 

C. 443 

D. 49555 

E. 80 
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F. 2222 

G. 2374 

H. 2208 

I. 2263 

J. 22 

Correct Answer: D 

 

QUESTION 11

Which AWS policy type specifies the maximum resource permissions for in organization or organizational unit (OU)? 

A. Resource 

B. Permission Boundaries 

C. Session 

D. Service Control 

Correct Answer: D 

 

QUESTION 12

Which Azure blob storage option is typically used to store virtual hard drive (VHD) Ales? 

A. page 

B. Append 

C. File 

D. Block 

Correct Answer: A 

 

QUESTION 13

Microsoft.Key Vault is an example of which component of Azure\\'s structure? 

A. Resource manager 

B. Resource 

C. Resource provider 

D. Resource group 
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Correct Answer: C 

 

QUESTION 14

The Azure PowerShell output below is an example of which of the following? 

A. Role assignment 

B. Managed identity 

C. Role definition 

D. Service principal 

Correct Answer: B 

 

QUESTION 15

At which level of an Azure cloud deployment are resource management logs generated? 

A. Management Group 
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B. Resource Group 

C. Tenant 

D. Subscription 

Correct Answer: B 
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