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QUESTION 1

Select and Place: 

Correct Answer: 

 

QUESTION 2

Which Cisco ASA NGFW license is needed to allow a high-school security administration to implement policy to allow
student access to high-reputation sites only? 

A. AVC 

B. Botnet Traffic Filtering 

C. WSE 

D. IPS for NGFW 

E. AnyConnect Premium 

Correct Answer: C 

 

QUESTION 3

Which NGFW component collects user details so that access policies can match traffic based on this information? 

A. directory realms 

B. identity policies 
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C. authentication settings 

D. CDA or Active Directory agent 

Correct Answer: B 

 

QUESTION 4

Select and Place: 

Correct Answer: 

 

 

QUESTION 5

Which component determines the number of required PRMS licenses? 

A. AVC seats 

B. WSE seats 

C. IPS for NGFW modules 

D. ASAs 

Correct Answer: D 
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QUESTION 6

Which three features does the Cisco Meraki Security Appliance offer? (Choose three.) 

A. multisite cloud management 

B. antivirus 

C. web-aware firewall 

D. content filtering 

E. auto-VPN 

Correct Answer: ADE 

 

QUESTION 7

Refer to the exhibit. 

Which statement describes the effect of the access policy? 

A. SSH traffic is blocked only on TCP port 22. 

B. SSH traffic is blocked on any port. 

C. Traffic that matches the access policy is logged in the PRMS event viewer. 

D. SSH traffic is captured automatically. 

Correct Answer: B 
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QUESTION 8

When the Cisco ASA appliance is processing packets, which action is performed first? 

A. Check if the packet is permitted or denied by the inbound interface ACL. 

B. Check if the packet is permitted or denied by the outbound interface ACL. 

C. Check if the packet is permitted or denied by the global ACL. 

D. Check if the packet matches an existing connection in the connection table. 

E. Check if the packet matches an inspection policy. 

F. Check if the packet matches a NAT rule. 

Correct Answer: D 

 

QUESTION 9

Which three options are characteristics of WebType ACLs? (Choose three.) 

A. They are assigned per-connection profile. 

B. They are assigned per-user or per-group policy. 

C. They can be defined in the Cisco AnyConnect Profile Editor. 

D. They support URL pattern matching. 

E. They support implicit deny all at the end of the ACL. 

F. They support standard and extended WebType ACLs. 

Correct Answer: BDE 

 

QUESTION 10

Which statement about the on-box version of PRSM is true? 

A. Cisco ASA NGFW comes preinstalled with a version of PRSM. 

B. The on-box PRSM can support up to five NGFW modules. 

C. The on-box PRSM license can be applied to the off-box version of PRSM. 

D. Cisco ASA NGFW requires an ESXi license to run on-box PRSM. 

Correct Answer: A 

 

QUESTION 11
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You are an NGFW administrator at a local school and want to take appropriate steps to limit exposure to explicit content
for students. Which access policy action is the most effective with the least impact? 

A. Limit bandwidth to 200 Kb/s. 

B. Filter MIME image file types. 

C. Enable IPS for NGFW. 

D. Enforce Safe Search. 

E. Block sites with poor web reputation. 

Correct Answer: D 

 

QUESTION 12

Which two options show the required Cisco ASA command(s) to allow this scenario? (Choose two.) 

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network using TCP and
the server port of 2001. The inside client negotiates a client port in the range between UDP ports 5000 to 5500. The
outside server then can start sending UDP data to the inside client on the negotiated port within the specified UDP port
range. 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001access-group INSIDE in
interface inside 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001access- list INSIDE line 2
permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq establishedaccess- group INSIDE in interface inside 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500access-group OUTSIDE in interface outside 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq establishedaccess-group OUTSIDE in interface outside 

E. established tcp 2001 permit udp 5000-5500 

F. established tcp 2001 permit from udp 5000-5500 

G. established tcp 2001 permit to udp 5000-5500 

Correct Answer: AG 
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