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QUESTION 1

Smith, an employee of a reputed forensic Investigation firm, has been hired by a private organization to investigate a
laptop that is suspected to be involved in hacking of organization DC server. Smith wants to find all the values typed into
the Run box in the Start menu. Which of the following registry key Smith will check to find the above information? 

A. UserAssist Key 

B. MountedDevices key 

C. RunMRU key 

D. TypedURLs key 

Correct Answer: C 

 

QUESTION 2

In an echo data hiding technique, the secret message is embedded into a __________as an echo. 

A. Cover audio signal 

B. Phase spectrum of a digital signal 

C. Pseudo-random signal 

D. Pseudo- spectrum signal 

Correct Answer: A 

 

QUESTION 3

What is the first step that needs to be carried out to crack the password? 

A. A word list is created using a dictionary generator program or dictionaries 

B. The list of dictionary words is hashed or encrypted 

C. The hashed wordlist is compared against the target hashed password, generally one word at a time 

D. If it matches, that password has been cracked and the password cracker displays the unencrypted version of the
password 

Correct Answer: A 

 

QUESTION 4

Which device in a wireless local area network (WLAN) determines the next network point to which a packet should be
forwarded toward its destination? 
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A. Wireless router 

B. Wireless modem 

C. Antenna 

D. Mobile station 

Correct Answer: A 

 

QUESTION 5

Email archiving is a systematic approach to save and protect the data contained in emails so that it can be accessed
fast at a later date. There are two main archive types, namely Local Archive and Server Storage Archive. Which of the
following statements is correct while dealing with local archives? 

A. It is difficult to deal with the webmail as there is no offline archive in most cases. So consult your counsel on the case
as to the best way to approach and gain access to the required data on servers 

B. Local archives do not have evidentiary value as the email client may alter the message data 

C. Local archives should be stored together with the server storage archives in order to be admissible in a court of law 

D. Server storage archives are the server information and settings stored on a local system whereas the 

local archives are the local email client information stored on the mail server 

Correct Answer: A 

 

QUESTION 6

How do you define Technical Steganography? 

A. Steganography that uses physical or chemical means to hide the existence of a message 

B. Steganography that utilizes written natural language to hide the message in the carrier in some non-obvious ways 

C. Steganography that utilizes written JAVA language to hide the message in the carrier in some non-obvious ways 

D. Steganography that utilizes visual symbols or signs to hide secret messages 

Correct Answer: A 

 

QUESTION 7

P0P3 (Post Office Protocol 3) is a standard protocol for receiving email that deletes mail on the server as soon as the
user downloads it. When a message arrives, the POP3 server appends it to the bottom of the recipient\\'s account file,
which can be retrieved by the email client at any preferred time. Email client connects to the POP3 server at
_______________by default to fetch emails. 

A. Port 109 
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B. Port 110 

C. Port 115 

D. Port 123 

Correct Answer: B 

 

QUESTION 8

Router log files provide detailed Information about the network traffic on the Internet. It gives information about the
attacks to and from the networks. The router stores log files in the____________. 

A. Router cache 

B. Application logs 

C. IDS logs 

D. Audit logs 

Correct Answer: A 

 

QUESTION 9

Which of the following Steganography techniques allows you to encode information that ensures creation of cover for
secret communication? 

A. Substitution techniques 

B. Transform domain techniques 

C. Cover generation techniques 

D. Spread spectrum techniques 

Correct Answer: C 

 

QUESTION 10

Digital evidence is not fragile in nature. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 11
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Wireless access control attacks aim to penetrate a network by evading WLAN access control measures, such as AP
MAC filters and Wi-Fi port access controls. 

Which of the following wireless access control attacks allows the attacker to set up a rogue access point outside the
corporate perimeter, and then lure the employees of the organization to connect to it? 

A. War driving 

B. Rogue access points 

C. MAC spoofing 

D. Client mis-association 

Correct Answer: D 

 

QUESTION 12

A mobile operating system is the operating system that operates a mobile device like a mobile phone, smartphone,
PDA, etc. It determines the functions and features available on mobile devices such as keyboards, applications, email,
text messaging, etc. Which of the following mobile operating systems is free and open source? 

A. Web OS 

B. Android 

C. Apple IOS 

D. Symbian OS 

Correct Answer: B 

 

QUESTION 13

Netstat is a tool for collecting Information regarding network connections. It provides a simple view of TCP and UDP
connections, and their state and network traffic statistics. 

Which of the following commands shows you the TCP and UDP network connections, listening ports, and the
identifiers? 

A. netstat -ano 

B. netstat -b 

C. netstat -r 

D. netstat -s 

Correct Answer: A 

 

QUESTION 14
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Deposition enables opposing counsel to preview an expert witness\\'s testimony at trial. Which of the following
deposition is not a standard practice? 

A. Both attorneys are present 

B. Only one attorneys is present 

C. No jury or judge 

D. Opposing counsel asks questions 

Correct Answer: B 

 

QUESTION 15

All the Information about the user activity on the network, like details about login and logoff attempts, is collected in the
security log of the computer. When a user\\'s login is successful, successful audits generate an entry whereas
unsuccessful audits generate an entry for failed login attempts in the logon event ID table. 

In the logon event ID table, which event ID entry (number) represents a successful logging on to a computer? 

A. 528 

B. 529 

C. 530 

D. 531 

Correct Answer: A 
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