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QUESTION 1

Which three search parameters are supported by the Email Security Monitor? (Choose three.)

A. Destination domain

B. Network owner

C. MAC address

D. Policy requirements

E. Internal sender IP address
F. Originating domain

Correct Answer: ABE

QUESTION 2

Which feature of the Cisco Hybrid Email Security services enables you to create multiple email senders on a single

Cisco ESA?

A. Virtual Gateway

B. Sender Groups

C. Mail Flow Policy Connector

D. Virtual Routing and Forwarding
E. Email Marketing Connector

Correct Answer: A

QUESTION 3

Which two Cisco IPS events will generate an IP log? (Choose two.)

A. A signature had an event action that was configured with log packets.
B. A statically configured IP or IP network criterion was matched.

C. A dynamically configured IP address or IP network was matched.

D. An attack produced a response action.

Correct Answer: AB
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QUESTION 4

A Cisco Email Security Appliance uses which message filter to drop all executable attachments entering and leaving the
Cisco Email Security Appliance?

A. drop-exE. if (attachment-filename == "\\.exe$") OR (attachment-filetype == "exe") { drop(); }

B. drop-exE. if (recv-listener == "InboundMail" ) AND ( (attachment-filename == "\\.exe$") OR (attachment-filetype ==
"exe")) { drop(); }

C. drop-exe! if (attachment-filename == "\\.exe$") OR (attachment-filetype == "exe") { drop(); }

D. drop-exe! if (recv-listener == "InboundMail" ) AND ( (attachment-filename == "\\.exe$") OR (attachment- filetype ==
"exe")) { drop(); }

Correct Answer: A

QUESTION 5
Which option is a benefit of deploying Cisco Application Visibility and Control?

A. It ensures bandwidth availability and performance of mission-critical applications in a data- and media- rich
environment.

B. It performs deep packet inspection of mission-critical applications in a data- and media-rich environment.
C. It encrypts mission-critical applications in a data- and media-rich environment.
D. It securely tunnels mission-critical applications in a data- and media-rich environment.

Correct Answer: A

QUESTION 6

Which Cisco ASA configuration command drops traffic if the Cisco ASA CX module fails?
A. no fail-open

B. fail-close

C. fail-close auth-proxy

D. auth-proxy

Correct Answer: B

QUESTION 7

Which Cisco technology combats viruses and malware with virus outbreak filters that are downloaded from Cisco
SenderBase?
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A. ASA

B. WSA

C. Secure mobile access
D. lronPort ESA

E. SBA

Correct Answer: D

QUESTION 8

Which three statements about Cisco ASA CX are true? (Choose three.)

A. It groups multiple ASAs as a single logical device.

B. It can perform context-aware inspection.

C. It provides high-density security services with high availability.

D. It uses policy-based interface controls to inspect and forward TCP- and UDP-based packets.
E. It can make context-aware decisions.

F. It uses four cooperative architectural constructs to build the firewall.

Correct Answer: BEF

QUESTION 9

What is the authentication method for an encryption envelope that is set to medium security?
A. The recipient must always enter a password, even if credentials are cached.

B. A password is required, but cached credentials are permitted.

C. The recipient must acknowledge the sensitivity of the message before it opens.

D. The recipient can open the message without authentication.

Correct Answer: B

QUESTION 10
Which version of AsyncOS for web is required to deploy the Web Security Appliance as a CWS connector?
A. AsyncOS version 7.7.x

B. AsyncOS version 7.5.x
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C. AsyncOS version 7.5.7
D. AsyncOS version 7.5.0

Correct Answer: C

QUESTION 11

SIMULATION

e

Your organization is deploying the ASA CX software module in the ASA which connects the organization's internal
netwark to the Internet. A colleague has configured the policy on the CX module itself. ¥ sk is to configure the
ASAto forward the appropriate traffic to the CX module for processing.

Tl
@ﬁtch all traffic which fraverses
X module. The CX will use active
allowed.

Currently there are na policies configured for the inside interface. Your goald
the inside interface using the system default class, and send that traffi
authentication. Also in the event of a CX module failure, no traffic sho

Access to the console ofthe ASA by clicking on its icon in th
Use inside-policy as the name of the policy map that you
map to the inside interface, verify that it is active using af

gy map. The enable password is Cisco!23.
ure. After you have successfully applied the policy
propriate show command.
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SLINE-3-UPDOWN: Interface FastEthernet0/4, changed state to administratively dow
n
%LINE-3-UPDOWN: Interface FastEthernet(/5, changed state to administratively dos
n

e o o .

Correct Answer: Review the part for full solution.

When done it should look like this:

We need to create a policy map named inside-policy and send the traffic to the CXSC blade:

ASA-FW# config t ASA-FW(config)# policy-map inside-policy ASA-FW(config-pmap)# policy-map inside-policy ASA-
FW(config-pmap)# class class-default ASA-FW(config-pmap-c)# cxsc fail-close auth-proxy ASA-FW(config-pmap-c)#

exit ASA-FW(config-pmap)# exit

The fail-close is needed as per instructions that if the CX module fails, no traffic should be allowed. The auth-proxy
keyword is needed for active authentication.

Next, we need to apply this policy map to the inside interface:
ASA-FW(config)#service-policy inside-policy interface inside.

Finally, verify that the policy is active:
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ASA-FW# show service-policy interface inside Interface inside: Service-policy: inside-policy Class-map: class-default
Default Queueing CXSC: card status Up, mode fail-close, auth-proxy enabled Packet input 181, packet output 183, drop
0, reset-drop 0, proxied O

Configuration guidelines can be found at this reference link:

Reference:
http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84 cli_config/modules_cx.pdf

QUESTION 12

What is a primary difference between the web security features of the Cisco WSA and the Cisco ASA NGFW?
A. Cisco WSA provides URL filtering, while Cisco ASA NGFW does not.

B. Cisco ASA NGFW provides caching services, while Cisco WSA does not.

C. Cisco WSA provides web reputation filtering, while Cisco ASA NGFW does not.

D. Cisco ASA NGFW provides application visibility and control on all ports, while Cisco WSA does not.

Correct Answer: D
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