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QUESTION 1

What are types of Check Point APIs available currently as part of R80.10 code? 

A. Security Gateway API, Management API, Threat Prevention API and Identity Awareness Web Services API 

B. Management API, Threat Prevention API, Identity Awareness Web Services API and OPSEC SDK API 

C. OSE API, OPSEC SDK API, Threat Prevention API and Policy Editor API 

D. CPMI API, Management API, Threat Prevention API and Identity Awareness Web Services API 

Correct Answer: B 

Reference: http://dl3.checkpoint.com/paid/29/29532b9eec50d0a947719ae631f640d0/CP_R80_CheckPoint_API_Refere
nceGuide.pdf?HashKey=1517088487_4c0acda205460a92f44c83d399826a7bandxtn=.pdf 

 

QUESTION 2

What happens if the identity of a user is known? 

A. If the user credentials do not match an Access Role, the system displays the Captive Portal. 

B. If the user credentials do not match an Access Role, the system displays a sandbox. 

C. If the user credentials do not match an Access Role, the traffic is automatically dropped. 

D. If the user credentials match an Access Role, the rule is applied and traffic is accepted or dropped based on the
defined action. 

Correct Answer: D 

 

QUESTION 3

One of major features in R80 SmartConsole is concurrent administration. Which of the following is NOT possible
considering that AdminA, AdminB, and AdminC are editing the same Security Policy? 

A. A lock icon shows that a rule or an object is locked and will be available. 

B. AdminA and AdminB are editing the same rule at the same time. 

C. A lock icon next to a rule informs that any Administrator is working on this particular rule. 

D. AdminA, AdminB and AdminC are editing three different rules at the same time. 

Correct Answer: C 

In SmartConsole, administrators work with sessions. A session is created each time an administrator logs into
SmartConsole. Changes made in the session are saved automatically. These changes are private and available only to
the administrator. To avoid configuration conflicts, other administrators see a lock icon on objects and rules that are
being edited in other sessions 
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Reference: http://downloads.checkpoint.com/dc/download.htm?ID=65846 

 

QUESTION 4

When configuring Spoof Tracking, which tracking actions can an administrator select to be done when spoofed packets
are detected? 

A. Log, send snmp trap, email 

B. Drop packet, alert, none 

C. Log, alert, none 

D. Log, allow packets, email 

Correct Answer: C 

Explanation: Configure Spoof Tracking - select the tracking action that is done when spoofed packets are detected: 

1.

 Log - Create a log entry (default) 

2.

 Alert - Show an alert 

3.

 None - Do not log or alert 

Reference: https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?topic=documents/R80/
CP_R80_SecMGMT/126197 

 

QUESTION 5

When URL Filtering is set, what identifying data gets sent to the Check Point Online Web Service? 

A. The full URL, including page data, is sent to the Check Point Online Web Service. 

B. The URL and IP address are sent to the Check Point Online Web Service. 

C. The host part of the URL is sent to the Check Point Online Web Service. 

D. The URL and server certificate are sent to the Check Point Online Web Service. 

Correct Answer: C 

 

QUESTION 6

What Identity Agent allows packet tagging and computer authentication? 
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A. Endpoint Security Client 

B. Full Agent 

C. Light Agent 

D. System Agent 

Correct Answer: B 

Reference: https://sc1.checkpoint.com/documents/R77/CP_R77_IdentityAwareness_WebAdminGuide/html_frameset.ht
m?topic=documents/R77/CP_R77_IdentityAwareness_WebAdminGuide/62838 

 

QUESTION 7

Fill in the blank: Each cluster, at a minimum, should have at least ___________ interfaces. 

A. Five 

B. Two 

C. Three 

D. Four 

Correct Answer: C 

Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_ClusterXL_AdminGuide/7292.htm 

 

QUESTION 8

In Unified SmartConsole Gateways and Servers tab you can perform the following functions EXCEPT 

A. Upgrade the software version 

B. Open WebUI 

C. Open SSH 

D. Open service request with Check Point Technical Support 

Correct Answer: C 

 

QUESTION 9

Your users are defined in a Windows 2008 R2 Active Directory server. You must add LDAP users to a Client
Authentication rule. Which kind of user group do you need in the Client Authentication rule in R77? 

A. External-user group 

B. LDAP group 
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C. A group with a genetic user 

D. All Users 

Correct Answer: B 

 

QUESTION 10

Fill in the blank: A _________ VPN deployment is used to provide remote users with secure access to internal corporate
resources by authenticating the user through an internet browser. 

A. Clientless remote access 

B. Clientless direct access 

C. Client-based remote access 

D. Direct access 

Correct Answer: A 

Clientless - Users connect through a web browser and use HTTPS connections. Clientless solutions usually supply
access to web-based corporate resources. Reference: https://sc1.checkpoint.com/documents/R80/CP_R80BC_Firewall/
html_frameset.htm?topic=documents/R80/CP_R80BC_Firewall/92704 

 

QUESTION 11

Which of the following technologies extracts detailed information from packets and stores that information in different
tables? 

A. Application Layer Firewall 

B. Packet Filtering 

C. Next-Generation Firewall 

D. Stateful Inspection 

Correct Answer: D 

 

QUESTION 12

Which Check Point feature enables application scanning and the detection? 

A. Application Dictionary 

B. AppWiki 

C. Application Library 

D. CPApp 
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Correct Answer: B 

AppWiki Application Classification Library 

AppWiki enables application scanning and detection of more than 5,000 distinct applications and over 300,000 Web 2.0
widgets including instant messaging, social networking, video streaming, VoIP, games and more. 

Reference: https://www.checkpoint.com/products/application-control-software-blade/ 

 

QUESTION 13

How many layers make up the TCP/IP model? 

A. 6 

B. 4 

C. 7 

D. 2 

Correct Answer: B 

 

QUESTION 14

The SIC Status "Unknown" means 

A. There is connection between the gateway and Security Management Server but it is not trusted. 

B. The secure communication is established. 

C. There is no connection between the gateway and Security Management Server. 

D. The Security Management Server can contact the gateway, but cannot establish SIC. 

Correct Answer: C 

SIC Status 

After the gateway receives the certificate issued by the ICA, the SIC status shows if the Security Management Server
can communicate securely with this gateway: 

Communicating - The secure communication is established. 

Unknown - There is no connection between the gateway and Security Management Server. 

Not Communicating - The Security Management Server can contact the gateway, but cannot establish SIC. A message
shows more information. Reference: https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/
html_frameset.htm?topic=documents/R80/CP_R80_SecMGMT/125443 

 

QUESTION 15
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When should you generate new licenses? 

A. Before installing contract files. 

B. After a device upgrade. 

C. When the existing license expires, license is upgraded or the IP-address associated with the license changes. 

D. Only when the license is upgraded. 

Correct Answer: B 
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