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QUESTION 1

Which of the following allows for the attribution of messages to individuals? 

A. Adaptive identity 

B. Non-repudiation 

C. Authentication 

D. Access logs 

Correct Answer: B 

Non-repudiation is the ability to prove that a message or document was sent or signed by a particular person, and that
the person cannot deny sending or signing it. Non-repudiation can be achieved by using cryptographic techniques, such
as hashing and digital signatures, that can verify the authenticity and integrity of the message or document. Non-
repudiation can be useful for legal, financial, or contractual purposes, as it can provide evidence of the origin and
content of the message or document. 

References: Non- repudiation -CompTIA Security+ SY0-701 ?1.2, CompTIA Security+ SY0-301: 6.1 ?Non- repudiation,
CompTIA Security+ (SY0-701) Certification Exam Objectives, Domain 1.2, page 2. 

 

QUESTION 2

Which of the following is the most common data loss path for an air-gapped network? 

A. Bastion host 

B. Unsecured Bluetooth 

C. Unpatched OS 

D. Removable devices 

Correct Answer: D 

An air-gapped network is a network that is physically isolated from other networks, such as the internet, to prevent
unauthorized access and data leakage. However, an air-gapped network can still be compromised by removable
devices, such as USB drives, CDs, DVDs, or external hard drives, that are used to transfer data between the air-gapped
network and other networks. Removable devices can carry malware, spyware, or other malicious code that can infect
the air-gapped network or exfiltrate data from it. Therefore, removable devices are the most common data loss path for
an air-gapped network. 

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 9: Network Security, page 449 1 

 

QUESTION 3

A security analyst locates a potentially malicious video file on a server and needs to identify both the creation date and
the file\\'s creator. Which of the following actions would most likely give the security analyst the information required? 
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A. Obtain the file\\'s SHA-256 hash. 

B. Use hexdump on the file\\'s contents. 

C. Check endpoint logs. 

D. Query the file\\'s metadata. 

Correct Answer: D 

Metadata is data that describes other data, such as its format, origin, creation date, author, and other attributes. Video
files, like other types of files, can contain metadata that can provide useful information for forensic analysis. For
example, metadata can reveal the camera model, location, date and time, and software used to create or edit the video
file. To query the file\\'s metadata, a security analyst can use various tools, such as MediaInfo1, ffprobe2, or hexdump3,
to extract and display the metadata from the video file. By querying the file\\'s metadata, the security analyst can most
likely identify both the creation date and the file\\'s creator, as well as other relevant information. Obtaining the file\\'s
SHA-256 hash, checking endpoint logs, or using hexdump on the file\\'s contents are other possible actions, but they
are not the most appropriate to answer the question. The file\\'s SHA-256 hash is a cryptographic value that can be
used to verify the integrity or uniqueness of the file, but it does not reveal any information about the file\\'s creation date
or creator. Checking endpoint logs can provide some clues about the file\\'s origin or activity, but it may not be reliable or
accurate, especially if the logs are tampered with or incomplete. Using hexdump on the file\\'s contents can show the
raw binary data of the file, but it may not be easy or feasible to interpret the metadata from the hex output, especially if
the file is large or encrypted. 

References: 1: How do I get the meta-data of a video file? 2: How to check if an mp4 file contains malware? 3:
[Hexdump - Wikipedia] 

 

QUESTION 4

Which of the following is the most likely outcome if a large bank fails an internal PCI DSS compliance assessment? 

A. Fines 

B. Audit findings 

C. Sanctions 

D. Reputation damage 

Correct Answer: A 

PCI DSS is the Payment Card Industry Data Security Standard, which is a set of security requirements for organizations
that store, process, or transmit cardholder data. PCI DSS aims to protect the confidentiality, integrity, and availability of
cardholder data and prevent fraud, identity theft, and data breaches. PCI DSS is enforced by the payment card brands,
such as Visa, Mastercard, American Express, Discover, and JCB, and applies to all entities involved in the payment
card ecosystem, such as merchants, acquirers, issuers, processors, service providers, and payment applications. If a
large bank fails an internal PCI DSS compliance assessment, the most likely outcome is that the bank will face fines
from the payment card brands. An internal PCI DSS compliance assessment is a self-assessment that the bank
performs to evaluate its own compliance with the PCI DSS requirements. The bank must submit the results of the
internal assessment to the payment card brands or their designated agents, such as acquirers or qualified security
assessors (QSAs). If the internal assessment reveals that the bank is not compliant with the PCI DSS requirements, the
payment card brands may impose fines on the bank as a penalty for violating the PCI DSS contract. The amount and
frequency of the fines may vary depending on the severity and duration of the non- compliance, the number and type of
cardholder data compromised, and the level of cooperation and remediation from the bank. The fines can range from
thousands to millions of dollars per month, and can increase over time if the non-compliance is not resolved. The other
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options are not correct because they are not the most likely outcomes if a large bank fails an internal PCI DSS
compliance assessment. B. Audit findings. Audit findings are the results of an external PCI DSS compliance
assessment that is performed by a QSA or an approved scanning vendor (ASV). An external assessment is required for
certain entities that handle a large volume of cardholder data or have a history of non-compliance. An external
assessment may also be triggered by a security incident or a request from the payment card brands. Audit findings may
reveal the gaps and weaknesses in the bank\\'s security controls and recommend corrective actions to achieve
compliance. However, audit findings are not the outcome of an internal assessment, which is performed by the bank
itself. C. Sanctions. Sanctions are the measures that the payment card brands may take against the bank if the bank
fails to pay the fines or comply with the PCI DSS requirements. Sanctions may include increasing the fines, suspending
or terminating the bank\\'s ability to accept or process payment cards, or revoking the bank\\'s PCI DSS certification.
Sanctions are not the immediate outcome of an internal assessment, but rather the possible consequence of prolonged
or repeated non-compliance. D. Reputation damage. Reputation damage is the loss of trust and credibility that the bank
may suffer from its customers, partners, regulators, and the public if the bank fails an internal PCI DSS compliance
assessment. Reputation damage may affect the bank\\'s brand image, customer loyalty, market share, and profitability.
Reputation damage is not a direct outcome of an internal assessment, but rather a potential risk that the bank may face
if the non- compliance is exposed or exploited by malicious actors. References: CompTIA Security+ Study Guide
(SY0-701), Chapter 8: Governance, Risk, and Compliance, page 388. Professor Messer\\'s CompTIA SY0-701
Security+ Training Course, Section 8.2: Compliance and Controls, video: PCI DSS (5:12). PCI Security Standards
Council, PCI DSS Quick Reference Guide, page 4. PCI Security Standards Council, PCI DSS FAQs, question 8. PCI
Security Standards Council, PCI DSS FAQs, question 9. [PCI Security Standards Council], PCI DSS FAQs, question 10.
[PCI Security Standards Council], PCI DSS FAQs, question 11. [PCI Security Standards Council], PCI DSS FAQs,
question 12. [PCI Security Standards Council], PCI DSS FAQs, question 13. [PCI Security Standards Council], PCI DSS
FAQs, question 14. [PCI Security Standards Council], PCI DSS FAQs, question 15. [PCI Security Standards Council],
PCI DSS FAQs, question 16. [PCI Security Standards Council], PCI DSS FAQs, question 17. [PCI Security Standards
Council], PCI DSS FAQs, question 18. [PCI Security Standards Council], PCI DSS FAQs, question 19. [PCI Security
Standards Council], PCI DSS FAQs, question 20. [PCI Security Standards Council], PCI DSS FAQs, question 21. [PCI
Security Standards Council], PCI DSS FAQs, question 22. [PCI Security Standards Council], PCI DSS FAQs, question
23. [PCI Security Standards Council], PCI DSS FAQs, question 24. [PCI Security Standards Council], PCI DSS FAQs,
question 25. [PCI Security Standards Council], PCI DSS FAQs, question 26. [PCI Security Standards Council], PCI DSS
FAQs, question 27. [PCI Security Standards Council], PCI DSS FAQs, question 28. [PCI Security Standards Council],
PCI DSS FAQs, question 29. [PCI Security Standards Council], PCI DSS FAQs, question 30. [PCI Security Standards
Council] 

 

QUESTION 5

Which of the following exercises should an organization use to improve its incident response process? 

A. Tabletop 

B. Replication 

C. Failover 

D. Recovery 

Correct Answer: A 

A tabletop exercise is a simulated scenario that tests the organization\\'s incident response plan and procedures. It
involves key stakeholders and decision-makers who discuss their roles and actions in response to a hypothetical
incident. It can help identify gaps, weaknesses, and improvement areas in the incident response process. It can also
enhance communication, coordination, and collaboration among the participants. 

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page 525 1 
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