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QUESTION 1

A security analyst is reviewing alerts in the SIEM related to potential malicious network traffic coming from an
employee\\'s corporate laptop. The security analyst has determined that additional data about the executable running on
the machine is necessary to continue the investigation. Which of the following logs should the analyst use as a data
source? 

A. Application 

B. IPS/IDS 

C. Network 

D. Endpoint 

Correct Answer: D 

An endpoint log is a file that contains information about the activities and events that occur on an end-user device, such
as a laptop, desktop, tablet, or smartphone. Endpoint logs can provide valuable data for security analysts, such as the
processes running on the device, the network connections established, the files accessed or modified, the user actions
performed, and the applications installed or updated. Endpoint logs can also record the details of any executable files
running on the device, such as the name, path, size, hash, signature, and permissions of the executable. An application
log is a file that contains information about the events that occur within a software application, such as errors, warnings,
transactions, or performance metrics. Application logs can help developers and administrators troubleshoot issues,
optimize performance, and monitor user behavior. However, application logs may not provide enough information about
the executable files running on the device, especially if they are malicious or unknown. An IPS/IDS log is a file that
contains information about the network traffic that is monitored and analyzed by an intrusion prevention system (IPS) or
an intrusion detection system (IDS). IPS/IDS logs can help security analysts identify and block potential attacks, such as
exploit attempts, denial-of-service (DoS) attacks, or malicious scans. However, IPS/IDS logs may not provide enough
information about the executable files running on the device, especially if they are encrypted, obfuscated, or use
legitimate protocols. A network log is a file that contains information about the network activity and communication that
occurs between devices, such as IP addresses, ports, protocols, packets, or bytes. Network logs can help security
analysts understand the network topology, traffic patterns, and bandwidth usage. However, network logs may not
provide enough information about the executable files running on the device, especially if they are hidden, spoofed, or
use proxy servers. Therefore, the best log type to use as a data source for additional information about the executable
running on the machine is the endpoint log, as it can provide the most relevant and detailed data about the executable
file and its behavior. 

References: https://www.crowdstrike.com/cybersecurity-101/observability/application-log/ https://owasp.org/www-project-
proactive-controls/v3/en/c9-security-logging 

 

QUESTION 2

A technician is opening ports on a firewall for a new system being deployed and supported by a SaaS provider. Which
of the following is a risk in the new system? 

A. Default credentials 

B. Non-segmented network 

C. Supply chain vendor 

D. Vulnerable software 
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Correct Answer: C 

A supply chain vendor is a third-party entity that provides goods or services to an organization, such as a SaaS
provider. A supply chain vendor can pose a risk to the new system if the vendor has poor security practices, breaches,
or compromises that could affect the confidentiality, integrity, or availability of the system or its data. The organization
should perform due diligence and establish a service level agreement with the vendor to mitigate this risk. The other
options are not specific to the scenario of using a SaaS provider, but rather general risks that could apply to any
system. 

 

QUESTION 3

Which of the following threat actors is the most likely to be hired by a foreign government to attack critical systems
located in other countries? 

A. Hacktivist 

B. Whistleblower 

C. Organized crime 

D. Unskilled attacker 

Correct Answer: C 

Organized crime is a type of threat actor that is motivated by financial gain and often operates across national borders.
Organized crime groups may be hired by foreign governments to conduct cyberattacks on critical systems located in
other countries, such as power grids, military networks, or financial institutions. Organized crime groups have the
resources, skills, and connections to carry out sophisticated and persistent attacks that can cause significant damage
and disruption12. 

References: 1: Threat Actors - CompTIA Security+ SY0-701 - 2.1 2: CompTIA Security+ SY0-701 Certification Study
Guide 

 

QUESTION 4

A client asked a security company to provide a document outlining the project, the cost, and the completion time frame.
Which of the following documents should the company provide to the client? 

A. MSA 

B. SLA 

C. BPA 

D. SOW 

Correct Answer: D 

An ISOW is a document that outlines the project, the cost, and the completion time frame for a security company to
provide a service to a client. ISOW stands for Information Security Operations Work, and it is a type of contract that
specifies the scope, deliverables, milestones, and payment terms of a security project. An ISOW is usually used for one-
time or short-term projects that have a clear and defined objective and outcome. For example, an ISOW can be used for
a security assessment, a penetration test, a security audit, or a security training. The other options are not correct
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because they are not documents that outline the project, the cost, and the completion time frame for a security company
to provide a service to a client. A MSA is a master service agreement, which is a type of contract that establishes the
general terms and conditions for a long-term or ongoing relationship between a security company and a client. A MSA
does not specify the details of each individual project, but rather sets the framework for future projects that will be
governed by separate statements of work (SOWs). A SLA is a service level agreement, which is a type of contract that
defines the quality and performance standards for a security service provided by a security company to a client. A SLA
usually includes the metrics, targets, responsibilities, and penalties for measuring and ensuring the service level. A BPA
is a business partnership agreement, which is a type of contract that establishes the roles and expectations for a
strategic alliance between two or more security companies that collaborate to provide a joint service to a client. A BPA
usually covers the objectives, benefits, risks, and obligations of the partnership. 

References: CompTIA Security+ Study Guide (SY0-701), Chapter 8: Governance, Risk, and Compliance, page 387.
Professor Messer\\'s CompTIA SY0-701 Security+ Training Course, Section 8.2: Compliance and Controls, video:
Contracts and Agreements (5:12). 

 

QUESTION 5

A company is planning a disaster recovery site and needs to ensure that a single natural disaster would not result in the
complete loss of regulated backup data. Which of the following should the company consider? 

A. Geographic dispersion 

B. Platform diversity 

C. Hot site 

D. Load balancing 

Correct Answer: A 

Geographic dispersion is the practice of having backup data stored in different locations that are far enough apart to
minimize the risk of a single natural disaster affecting both sites. This ensures that the company can recover its
regulated data in case of a disaster at the primary site. Platform diversity, hot site, and load balancing are not directly
related to the protection of backup data from natural disasters. References: CompTIA Security+ Study Guide: Exam
SY0-701, 9th Edition, page 449; Disaster Recovery Planning: Geographic Diversity 
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