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QUESTION 1

A systems administrator works for a local hospital and needs to ensure patient data is protected and secure. Which of
the following data classifications should be used to secure patient data? 

A. Private 

B. Critical 

C. Sensitive 

D. Public 

Correct Answer: C 

 

Data classification is a process of categorizing data based on its level of sensitivity, value, and impact to the
organization if compromised. Data classification helps to determine the appropriate security controls and policies to
protect the data 

from unauthorized access, disclosure, or modification. Different organizations may use different data classification
schemes, but a common one is the four-tier model, which consists of the following categories: public, private, sensitive,
and 

critical. Public data is data that is intended for public access and disclosure, and has no impact to the organization if
compromised. Examples of public data include marketing materials, press releases, and public web pages. 

Private data is data that is intended for internal use only, and has a low to moderate impact to the organization if
compromised. Examples of private data include employee records, financial reports, and internal policies. 

Sensitive data is data that is intended for authorized use only, and has a high impact to the organization if compromised.
Examples of sensitive data include personal information, health records, and intellectual property. 

Critical data is data that is essential for the organization\\'s operations and survival, and has a severe impact to the
organization if compromised. Examples of critical data include encryption keys, disaster recovery plans, and system
backups. 

Patient data is a type of sensitive data, as it contains personal and health information that is protected by law and ethical
standards. Patient data should be used only by authorized personnel for legitimate purposes, and should be secured 

from unauthorized access, disclosure, or modification. Therefore, the systems administrator should use the sensitive
data classification to secure patient data. 

References: CompTIA Security+ SY0-701 Certification Study Guide, page 90- 91; Professor Messer\\'s CompTIA
SY0-701 Security+ Training Course, video 5.5 - Data Classifications, 0:00 - 4:30. 

 

QUESTION 2

A technician is opening ports on a firewall for a new system being deployed and supported by a SaaS provider. Which
of the following is a risk in the new system? 

A. Default credentials 
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B. Non-segmented network 

C. Supply chain vendor 

D. Vulnerable software 

Correct Answer: C 

A supply chain vendor is a third-party entity that provides goods or services to an organization, such as a SaaS
provider. A supply chain vendor can pose a risk to the new system if the vendor has poor security practices, breaches,
or compromises that could affect the confidentiality, integrity, or availability of the system or its data. The organization
should perform due diligence and establish a service level agreement with the vendor to mitigate this risk. The other
options are not specific to the scenario of using a SaaS provider, but rather general risks that could apply to any
system. 

 

QUESTION 3

An organization would like to give remote workers the ability to use applications hosted inside the corporate network
Users will be allowed to use their personal computers or they will be provided organization assets Either way no data or
applications will be installed locally on any user systems 

Which of the following mobile solutions would accomplish these goals? 

A. VDI 

B. MDM 

C. COPE 

D. UTM 

Correct Answer: A 

MDM would require something to be installed. VDI, virtual desktop infrastructure, would allow employees to use run
apps on the company network without installing locally. 

 

QUESTION 4

Which of the following control types is focused primarily on reducing risk before an incident occurs? 

A. Preventive 

B. Deterrent 

C. Corrective 

D. Detective 

Correct Answer: A 

"Preventive controls act before an event, preventing it from advancing". Deterrent - "acts to discourage the attacker by
reducing the likelhood of success from the perspective of the attacker". 
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QUESTION 5

Which of the following security concepts is the best reason for permissions on a human resources fileshare to follow the
principle of least privilege? 

A. Integrity 

B. Availability 

C. Confidentiality 

D. Non-repudiation 

Correct Answer: C 

Confidentiality is the security concept that ensures data is protected from unauthorized access or disclosure. The
principle of least privilege is a technique that grants users or systems the minimum level of access or permissions that
they need to perform their tasks, and nothing more. By applying the principle of least privilege to a human resources
fileshare, the permissions can be restricted to only those who have a legitimate need to access the sensitive data, such
as HR staff, managers, or auditors. This can prevent unauthorized users, such as hackers, employees, or contractors,
from accessing, copying, modifying, or deleting the data. Therefore, the principle of least privilege can enhance the
confidentiality of the data on the fileshare. Integrity, availability, and non- repudiation are other security concepts, but
they are not the best reason for permissions on a human resources fileshare to follow the principle of least privilege.
Integrity is the security concept that ensures data is accurate and consistent, and protected from unauthorized
modification or corruption. Availability is the security concept that ensures data is accessible and usable by authorized
users or systems when needed. Non-repudiation is the security concept that ensures the authenticity and accountability
of data and actions, and prevents the denial of involvement or responsibility. While these concepts are also important for
data security, they are not directly related to the level of access or permissions granted to users or systems. 

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page 16-17, 372-373 
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