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QUESTION 1

Which type of adversary would commit cybercrimes with the authorization of their country\\'s government? 

A. state-sponsored 

B. hacktivist 

C. gray hat 

D. white hat 

Correct Answer: A 

 

QUESTION 2

Company policy allows employees to access the internet. While searching for office supplies on the internet, a corporate
user mistypes a URL, connects to a malicious website, and unknowingly downloads malware. 

Which action should have been taken to prevent the malware download but still allow user access to the internet? 

A. deploy a firewall with content filtering capabilities on the corporate perimeter 

B. allow only encrypted HTTPS access to the internet 

C. configure digital certificates for all users to authenticate internet downloads 

D. permit web connections only to TCP port 443 

Correct Answer: A 

 

QUESTION 3

Which Palo Alto Networks tool is used to prevent endpoint systems from running malware executables such as viruses,
trojans and rootkits? 

A. AutoFocus 

B. Traps 

C. Expedition 

D. App-ID 

Correct Answer: B 

 

QUESTION 4

What method can be used to guarantee that a document originates from you and no one else? 
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A. public key encryption, encrypting the document with the private key and making the public key available to others 

B. symmetric encryption, ecnrypting the document with the secret key and making a different secret key available to
others 

C. symmetric encryption, ecnrypting the document with the secret key and making the same secret kay available to
others 

D. public key encryption, encrypting the document with the private key and making the private key available to others 

Correct Answer: A 

 

QUESTION 5

DRAG DROP 

Match the attack definition to the type of security method used to protect against the attack. 

Select and Place: 

Correct Answer: 
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