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QUESTION 1

Your client wants to use a central RADIUS server for management authentication when connecting to the FortiGate
GUL and provide different levels of access for different types of employees.

Which three actions required providing the requested functionality? (Choose three.)
A. Enable radius-vdom-override in the CLI.

B. Create a wildcard administrator on the FortGate

C. Enable occprofile-override in the CLI.

D. Set the RADIUS authencation type to MS-CHApV2.

E. Create multiple administrator profiles with matching RADIUS VSAs.

Correct Answer: ABC

QUESTION 2

Click the exhibit button.

A FortiGate device is configured to authenticate SSL VPN users using digital certificates. Part of the
FortiGate configuration is shown in the exhibit.

Which two statements are true in this scenario? (Choose two.)

config vpn certificate setting
set ocsp-status enable
set-ocsp-default-server "FAC"
set strict-ocsp-check enable
end

config user peer

edit _any_

set ca CA_Cert

set ldap-server Training-Lab
set ldap-mode principal-name
next

end

config user group

edit "SSLVPN Users"

set member " _any "

next

end

A. The authentication will fail if the OCSP server is down.
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B. OCSP is used to verify that the user-signed certificate has not expired.
C. The authentication will fail if the certificate does not contain user principle name (UPN) information.
D. The authentication will fail if the user certificate does not contain the CA_Cert string in the Failed.

Correct Answer: BC

QUESTION 3

Click the Exhibit button.
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M\ Exhibit

FS448D-A (LAG-1l) # show
config switch trunk

edit "LAG-1"

set mode lacp-active
set-mclag-icl enable

set members "portl3" "portl4"
next

end

FS448D-B (LAG-Z) # show
config switch trunk

edit "LAG-2"

set mode lacp-active
set-mclag-icl enable

set members "portl3"™ "portl4”
next

end

FortiGate-A # show switch-controller managed-switch
confia switch-controller manaaged-switch
edit FS448BD-A

config ports

edit "LAG-3"

set type trunk

set mode lacp-active
set mclag enable

set members "portli5S"
next

end

next

edit FS44BD-B

config ports

edit "LAG-3"

set type trunk

set mode lacp-active
set mclag enable

set members "portls”
next

end

next

end
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Referring to the exhibit, which two statements are true? (Choose two.)

A. portl3 and portl4 on FS448D-A should be connected to portl3 and portl4 on FS448D-B

B. LAG-1 and LAG 2 should be connected to a single 4-port 802 3ad interface on the FortiGate-A.

C. LAG-3 on switches on FS448D-A and FS448D-B may be connected to a single 802 3ad trunk on another device.
D. LAG-1 and LAG-2 should be connected to a 4-port single 802 3ad trunk on another device.

Correct Answer: BC

QUESTION 4
FortiMail configured with the protected domain "internal lab".

Which two envelopes addresses will need an access control rule to relay e-mail sent for unauthenticated users?
(Choose two.)

A. MAIL FROM: traming@fortinet com: RCPT TO: student@fortmet com
B. MAIL FROM student@fortinet com: RCPT TO student@internal.lab
C. MAIL FROM: trainmg@internallab; RCPT TO student@mternallab

D. MAIL FROM student@internal lab: RCPT TO student@fortmet.com

Correct Answer: BC

QUESTION 5

You want to manage a FortiCloud service. The FortiGate shows up in your list devices on the FortiCloud Web site, but
all management functions are either missing or grayed out. Which statement a correct in this scenario?

A. The managed FcrtGate a running a version of ForflOS that is either too new or too for FortCloud.
B. The managed FortiGate requires that a FortiCloud management license be purchased and applied.

C. You must manually configure system control-management on the FortiGate CLI and set the management type to
fortiguard.

D. The management tunnel mode on the managed FortiGate must be changed to normal.

Correct Answer: C
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