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QUESTION 1

You want to configure faster failure detection for BGP

Which parameter should you enable on both connected FortiGate devices?

A. Ebgp-enforce-multihop

B. bfd

C. Distribute-list-in

D. Graceful-restart

Correct Answer: B

BFD (Bidirectional Forwarding Detection) is a protocol that provides fast failure detection for BGP by sending periodic
messages to verify the connectivity between two peersl. BFD can be enabled on both connected FortiGate devices by
using the command set bfd enable under the BGP configuration2. References: = Technical Tip : FortiGate BFD

implementation and examples ..., Configure BGP | FortiGate / FortiOS 7.0.2

-Fortinet Documentation

QUESTION 2

Refer to the exhibit, which contains a partial BGP combination.

You want to configure a loopback as the OGP source.

Which two parameters must you set in the BGP configuration? (Choose two)
A. ebgp-enforce-multihop

B. recursive-next-hop

C. ibgp-enfoce-multihop

D. update-source

Correct Answer: AD
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To configure a loopback as the BGP source, you need to set the "ebgp- enforce-multihop" and "update-source”
parameters in the BGP configuration. The "ebgp- enforce-multihop" allows EBGP connections to neighbor routers that
are not directly connected, while "update-source” specifies the IP address that should be used for the BGP sessionl.
References := BGP on loopback, Loopback interface, Technical Tip: Configuring EBGP Multihop Load-Balancing,
Technical Tip: BGP routes are not installed in routing table with loopback as update source

QUESTION 3
Exhibit.
l q L f CEIEED a5 F e
e T betior
" | 1 I G 1
S A
L C L
+ ] q
LIk W A ticn Staiije
i Wikhea F © Fna
taie [
+
e L} 1 oy = i
= T e i]a @o S Cna
B Ra dplions
| eOsite - ting e | s )

Refer to the exhibit, which shows a partial web filter profile conjuration

What can you cone udo from this configuration about access towww.facebook, com, which is categorized as Social
Networking?

A. The access is blocked based on the Content Filter configuration

B. The access is allowed based on the FortiGuard Category Based Filter configuration
C. The access is blocked based on the URL Filter configuration

D. The access is hocked if the local or the public FortiGuard server does not reply
Correct Answer: C

The access to www.facebook.com is blocked based on the URL Filter configuration. In the exhibit, it shows that the URL
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"www.facebook.com" is specifically set to "Block" under the URL Filter sectionl. References := Fortigate: How to
configure Web Filter function on Fortigate, Web filter | FortiGate / FortiOS 7.0.2 | Fortinet Document Library, FortiGate
HTTPS web URL filtering ... - Fortinet ... - Fortinet Community

QUESTION 4

Which configuration can be used to reduce the number of BGP sessions in on IBGP network?

A. Route-reflector-peer enable

B. Route-reflector-client enable

C. Route-reflector enable

D. Route-reflector-server enable

Correct Answer: B

To reduce the number of BGP sessions in an IBGP network, you can use a route reflector, which acts as a focal point
for IBGP sessions and readvertises the prefixes to all other peers. To configure a route reflector, you need to enable the
route-reflector- client option on the neighbor-group settings of the hub device. This will make the hub device act as a
route reflector server and the other devices as route reflector clients. References := Route exchange | FortiGate /

FortiOS

7.2.0 - Fortinet Documentation

QUESTION 5

Refer to the exhibit, which contains a partial OSPF configuration.

cnnfkermter ospf
set router-id 0.0.0.3

set restart-mode graceful-restart
set restart-period 30

set restart-on-topology-change enable

What can you conclude from this output?
A. Neighbors maintain communication with the restarting router.
B. The router sends grace LSAs before it restarts.

C. FortiGate restarts if the topology changes.
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D. The restarting router sends gratuitous ARP for 30 seconds.
Correct Answer: B
From the partial OSPF (Open Shortest Path First) configuration output:

B. The router sends grace LSAs before it restarts: This is implied by the command \\'set restart-mode graceful-restart\\'.
When OSPF is configured with graceful restart, the router sends grace LSAs (Link State Advertisements) to inform its
neighbors that it is restarting, allowing for a seamless transition without recalculating routes. Fortinet documentation on
OSPF configuration clearly states that enabling graceful restart mode allows the router to maintain its adjacencies and
routes during a brief restart period.
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