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QUESTION 1

Which two tasks are automated using the Import Configuration wizard on FortiManager? (Choose two.)
A. Importing firewall address objects from managed devices

B. Importing interface mappings from managed devices

C. Importing static and dynamic route configurations from managed devices

D. Importing devices to FortiManager

Correct Answer: AB

https://docs.fortinet.com/document/fortimanager/7.0.5/administration-guide/337348

QUESTION 2

View the exhibit, which contains a partial routing table, and then answer the question below.

FGT # get router info routing-table all

fo
C 9.0/24 is directly connected, portd

Fouting table for VEF=1:Z2
LB B B : rectly connected, portid

10.10.4. ig 10.1.0,100, po
10.64.1.0, = ] ly connected, po

Fouting table for VREF=Z1
10.1.0.0/24 [10/0] =ris 3.254 port4d
d rortd
rortd

1

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose
two.)

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Correct Answer: BC

QUESTION 3
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A FortiGate device has the following LDAP configuration:

corfig user ldap

edit
set
set
set
set
set
set

next

end

“WindowsLDAP"

gerver “10.0.1.10"

cnid “en”

dn “cn=Users, dc=trainingAD, dc=training, dc=lab”
type regular

username “dc=trainingAD, dc=training, dc=lab”
password XEEExix

The administrator executed the “dsquery\\' command in the Windows LDAp server 10.0.1.10, and got the following

output:

>dsquery user -samid administrator

"CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab"

Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.
C. password.
D. dn.

Correct Answer: B

https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

QUESTION 4

Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway
(ALG)? (Choose three.)

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.

B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Correct Answer: BCD
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QUESTION 5

Refer to the exhibit, which shows the output of a BGP debug command.

FGT # get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version is 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.125.0.60 506 1698 1756 103 0 0 03:02:49
10.127.0.75 2206 2250 102 0 0 02:45:55

D 0

100.64.3.1 ( 101 115 0 0 never

Total number of neighbors 3

What can be concluded about the router in this scenario?

A. The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the BGP
session with the local router.

B. The State/PfxRcd for neighbor 100.64.3.1 will not change until an administrator on the local router adjusts the
inbound route filtering so that prefixes received can be added to the RIB.

C. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to
a value of 4.

D. The BGP session with peer 10.127.0.75 is up.

Correct Answer: D
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