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QUESTION 1

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below. 

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output? 

A. This session is for HA heartbeat traffic. 

B. This session is synced with the slave unit. 

C. The inspection of this session has been offloaded to the slave unit. 

D. This session cannot be synced with the slave unit. 

Correct Answer: B 

 

QUESTION 2

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 
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The administrator does not have access to the remote gateway. Based on the debug output, what configuration
changes can the administrator make to the local gateway to resolve the phase 1 negotiation error? 

A. Change phase 1 encryption to 3DES and authentication to SHA128. 

B. Change phase 1 encryption to AES128 and authentication to SHA512. 

C. Change phase 1 encryption to AESCBC and authentication to SHA2. 
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D. Change phase 1 encryption to AES256 and authentication to SHA256. 

Correct Answer: D 

 

QUESTION 3

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 

Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP state of the peer 10.125.0.60 is Established. 

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared. 

C. Local BGP peer has not received an OpenConfirm from 10.200.3.1. 

D. The local BGP peer has received a total of 3 BGP prefixes. 

Correct Answer: AC 

 

QUESTION 4

View the central management configuration shown in the exhibit, and then answer the question below. 
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Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage? 

A. 10.0.1.240 

B. One of the public FortiGuard distribution servers 

C. 10.0.1.244 

D. 10.0.1.242 

Correct Answer: B 

 

QUESTION 5

What does the dirty flag mean in a FortiGate session? 

A. Traffic has been blocked by the antivirus inspection. 

B. The next packet must be re-evaluated against the firewall policies. 
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C. The session must be removed from the former primary unit after an HA failover. 

D. Traffic has been identified as from an application that is not allowed. 

Correct Answer: B 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD40119andsliceId=1 
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