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Review the IPsec phase 2 configuration shown in the exhibit; then answer the question below.

Phase 2 Selectors
Name Local Address Remote Address
' 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
v/ X
Edit Phase 2
Name remote
Comments VPN: remote (Created by VPN wizard)
Local Address Subnet v 0.0.0.0/0.0.0.0
Remote Address Subnet v 0.0.0.0/0.0.0.0
¥ Advanced...
Phase 2 Proposal -
D & Add
Encryption AES256 v  Authentication SHAS12
Enable Replay Detection v
Enable Perfect Forward Secrecy (PFS) v
Diffie-Hellman Group 21 20 19 18 [ 117
16 15 {v] 141 i 520 6]
Local Port All [v|
Remote Port All v
Protocol All v
Autokey Keep Alive v!
Auto-negotiate v
Key Lifetime Seconds ¥
Seconds 43200 . s
Which statements are correct regarding this configuration? (Choose two.)
A. The Phase 2 will re-key even if there is no traffic.
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B. There will be a DH exchange for each re-key.
C. The sequence number of ESP packets received from the peer will not be checked.
D. Quick mode selectors will default to those used in the firewall policy.

Correct Answer: AB

QUESTION 2

Which of the following statements are true regarding the web filtering modes? (Choose two.)

A. Proxy based mode allows for customizable block pages to display when sites are prevented.
B. Proxy based mode requires more resources than flow-based.

C. Flow based mode offers more settings under the advanced configuration section of the GUI.
D. Proxy based mode offers higher throughput than flow-based mode.

Correct Answer:. AB

QUESTION 3

Which of the following statements is true regarding a FortiGate device operating in transparent mode? (Choose three.)
A. It acts as a layer 2 bridge

B. It acts as a layer 3 router

C. It forwards frames using the destination MAC address.

D. It forwards packets using the destination IP address.

E. It can perform content inspection (antivirus, web filtering, etc)

Correct Answer: ACE

QUESTION 4

Which of the following statements are true about PKI users created in a FortiGate device? (Choose two.)
A. Can be used for token-based authentication

B. Can be used for two-factor authentication

C. Are used for certificate-based authentication

D. Cannot be members of user groups

Correct Answer: AB
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QUESTION 5

Review the IPsec phase 1 configuration in the exhibit; then answer the question below.

if |
Which statements are correct regarding this configuration? (Choose two.)
A. The remote gateway address is 10.200.3.1
B. The local IPsec interface address is 10.200.3.1
C. The local gateway IP is the address assigned to portl
D. The local gateway IP is 10.200.3.1
Correct Answer: AC
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