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QUESTION 1

Which of the following statements must be true for a digital certificate to be valid? (Choose two.) 

A. It must be signed by a "trusted" CA 

B. It must be listed as valid in a Certificate Revocation List (CRL) 

C. The CA field must be "TRUE" 

D. It must be still within its validity period 

Correct Answer: AD 

 

QUESTION 2

Review the configuration for FortiClient IPsec shown in the exhibit. 

Which statement is correct regarding this configuration? 

A. The connecting VPN client will install a route to a destination corresponding to the student internal address object. 

B. The connecting VPN client will install a default route. 

C. The connecting VPN client will install a route to the 172.20.1.[1-5] address range. 

D. The connecting VPN client will connect in web portal mode and no route will be installed. 

Correct Answer: A 

 

QUESTION 3

Which statements correctly describe transparent mode operation? (Choose three.) 

A. The FortiGate acts as transparent bridge and forwards traffic at Layer-2. 

B. Ethernet packets are forwarded based on destination MAC addresses, NOT IP addresses. 
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C. The transparent FortiGate is clearly visible to network hosts in an IP trace route. 

D. Permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

E. All interfaces of the transparent mode FortiGate device most be on different IP subnets. 

Correct Answer: ABD 

 

QUESTION 4

Which of the following regular expression patterns makes the terms "confidential data" case insensitive? 

A. [confidential data] 

B. /confidential data/i 

C. i/confidential data/ 

D. "confidential data" 

Correct Answer: B 

 

QUESTION 5

Which of the following actions that can be taken by the Data Leak Prevention scanning? (Choose three.) 

A. Block 

B. Reject 

C. Tag 

D. Log only 

E. Quarantine IP address 

Correct Answer: ADE 
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