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QUESTION 1
Jhezza has just arrived at her office and she is checking her stock portfolio as she does every day.

She connects to her broker web site and decides to buy some stocks that are highly recommended. She makes use of
her special Portfolio Credit Card because she wishes to collect travel points.

A few weeks later, Jhezza realized that someone has compromissed her credit Card number and has been doing
fraudulent trasactions online,the first of which is on the same day she used it to buy stocks from her office.

How did the Card number get compromised?

A. By a Man in the middle attack

B. By someone who read her emails

C. By someone who was able to perform a FTP server spoofing
D. By a Meet in the middle attack,which comprosmises encryption

Correct Answer: A

QUESTION 2

On 802.11x Wireless Local Area Network,what is the effective length of the keys being used?
A. 64 bit and 128 bits

B. 128 bit

C. 56 and 104 bits

D. 104 and 128 bits

Correct Answer: D

QUESTION 3

Assuming SNMP Agent devices are IPSec-capable,why would implementing IPSec help protect SNMP Agents?Choose
three.

A. SNMP is installed by default on Windows computers

B. SNMP v.2 sends the community name in cleartext

C. SNMP v.2 does not encrypt any data

D. IPSec would protect against an attacker spoofing the IP address of the SNMP Management station

Correct Answer: BCD
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QUESTION 4

Mae i a keen system administration; she constantly monitors the mailing list for best practices that are being used out in
the field.On the servers that she maintains,Mae has renamed the administrator account to another name to avoid abuse
from crackers.However,she found out that it was possible using the sid2user tool to find the new name she used for the
administrator account.Mae does not understand; she has NOT shared this name with anyone.How can this be?What is

the most likely reason?

A. Her system have been compromised

B. Renaming the administrator account does not change the SID

C. She has not applied all of the patches

D. Someone social engineered her

Correct Answer: B

QUESTION 5

Which of the following are reasons why fragment-based port scans are often used by attackers?Choose two.
A. Simple non-stateful packet filtering devices can sometimes be bypassed

B. Reassembling fragmented packets is not time or processor intensive

C. RFC 1121 requires that all routers pass fragmented packets

D. Firewalls may be configured for high throughput and thus dont reassemble and inspect fragmented packets

Correct Answer: AD
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