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QUESTION 1

Refer to the scenario.

# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.
The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain

computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here.

General Details Certificaton Path

M Certificate Informabon

Windows does not have enough information to verfy
this certshcate.

Issued to: employee |

Isswed by: Intca.acnsxtest.com

Vald from 8/12/2022 to 8/12/2023

Install Certficate... [ssuer Statement
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Show: <Al> ’
Feld value
 SMIME Capabiibes [1]SMIME Capabiity: Object I...
5L Subject Key Identifier 066631063703 5f0ceBceed28. ..
| Authority Key Identfier KeylD=c39da74dbe 13586¢8d. ..
Qmmvmu [1]CRL Distribution Pont: Dstr...

| Authority Information Access [ 1]Authority Info Access: Acc...
_‘?1.3,5.1.4.1.311115.2 3040a0 320600 2060104...
: El’--im Nwutal Conat rs ey Frvrwmibes

[Othes tame :
Principal Name =employee 1 Sacnsxtest.com
|RFC822 Name =employee | Bacnsxtest.com

Edit Properbes Copy to Fie...

oK

The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
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down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.
Their certificate is valid and is not revoked, as validated by OCSP
2.

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules:

1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer” role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows:

1.

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role
2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role
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4,

All reception staff on domain computers to the "reception-domain" firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role

6.

Deny other clients access # Other requirements Communications between ClearPass servers and on-prem AD domain
controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs and
Aruba gateways, which are managed by Central. APs use tunneled WLANSs, which tunnel traffic to the gateway cluster.

The customer also has AOS-CX switches that are not

managed by Central at this point.

INTERNET

Central

Azure AD/Intune

Corporate
WLAN
tunneled to
gateway
cluster
# ClearPass cluster IP addressing and hostnames A customer\\'s ClearPass cluster has these IP addresses:
1.

Publisher = 10.47.47.5

2.
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Subscriber 1 = 10.47.47.6

3.

Subscriber 2 = 10.47.47.7

4,

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8
The customer\\'s DNS server has these entries

1.

cp.acnsxtest.com = 10.47.47.5

2.

cpsl.acnsxtest.com = 10.47.47.6

3.

cps2.acnsxtest.com = 10.47.47.7

4,

radius.acnsxtest.com = 10.47.47.8

5.

onboard.acnsxtest.com = 10.47.47.8

You have imported the root certificate for the Windows CA to the ClearPass CA Trust list.
Which usages should you add to it based on the scenario requirements?
A. EAP and AD/LDAP Server

B. LDAP and Aruba infrastructure

C. Radsec and Aruba infrastructure

D. EAP and Radsec

Correct Answer: A

QUESTION 2
Refer to the scenario.
# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.

HPE6-A84 PDF Dumps | HPE6-A84 VCE Dumps | HPE6-A84 Exam Questions 6/17


https://www.pass4itsure.com/hpe6-a84.html
https://www.pass4itsure.com/hpe6-a84.html
https://www.pass4itsure.com/hpe6-a84.html

. VCE & PDF https://www.pass4itsure.com/hpe6-a84.html
a 2024 Latest passditsure HPE6-A84 PDF and VCE dumps Download

— PassditSure.com

The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows

CA is shown here.
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gl! Emiticate

General Detals  Certification Path

umm

Windows does not have enough information to verify
this certificate.

Issued to: employeel

Issued by: Intca.acnsxtest.com

Valid from 8/12/2022 to 8/12/2023

Instal Certificate... |  [ssuer Statemen

oK
(L
General Detalls Certification Path
Show: <Al> "
Feld Value
SMIME Capabiities [1]SMIME Capabiity: Object I...
Subject Key Identifier 06663 1b63703b Sf0ceBceed28...
| Authority Key Identifier KeylD=c39da74dbe 13586¢8d. ..
CRL Distribution Ponts [1}CRL Distribution Pont: Distr...
| Authority Information Access 1] Authority Info Access: Acc...
11.3.6.1.4.1.31L.25.2 304030 32 060a > 060104...
K Weylbgane  Nicital Sonahes Key Fncinher
Name:
Principal Name =empioyee 1 acnsxtest.com
Name =employee | @acnsxtest.com
Edit Proper tes Copy to File...

oK
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.

Their certificate is valid and is not revoked, as validated by OCSP

2.

The client\\'s username matches an account in AD

# Requirements for assigning clients to roles

After authentication, the customer wants the CPPM to assign clients to ClearPass roles based on the following rules:
1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer” role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role
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The customer requires CPPM to assign authenticated clients to AOS firewall roles as follows:

1.

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role

2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role

4,

All reception staff on domain computers to the "reception-domain” firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role

6.

Deny other clients access

# Other requirements

Communications between ClearPass servers and on-prem AD domain controllers must be encrypted.
# Network topology

For the network infrastructure, this customer has Aruba APs and Aruba gateways, which are managed by Central. APs

use tunneled WLANS, which tunnel traffic to the gateway cluster. The customer also has AOS-CX switches that are not
managed by Central at this point.
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INTERNET
Central

Gateway
Azure AD/Intune ‘

Corporate
WLAN
tunneled to
gateway
cluster

# ClearPass cluster IP addressing and hostnames

A customer\\'s ClearPass cluster has these IP addresses:

1.

Publisher = 10.47.47.5

2.

Subscriber 1 =10.47.47.6

3.

Subscriber 2 = 10.47.47.7

4.

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8

The customer\\'s DNS server has these entries

1.

HPE6-A84 PDF Dumps | HPE6-A84 VCE Dumps | HPE6-A84 Exam Questions 11/17


https://www.pass4itsure.com/hpe6-a84.html
https://www.pass4itsure.com/hpe6-a84.html
https://www.pass4itsure.com/hpe6-a84.html

. VCE & PDF https://www.pass4itsure.com/hpe6-a84.html
g 2024 Latest passditsure HPE6-A84 PDF and VCE dumps Download

— PassditSure.com

cp.acnsxtest.com = 10.47.47.5

2.

cpsl.acnsxtest.com = 10.47.47.6

3.

cps2.acnsxtest.com = 10.47.47.7

4,

radius.acnsxtest.com = 10.47.47.8
5.

onboard.acnsxtest.com = 10.47.47.8

You have started to create a CA to meet the customer\\'s requirements for issuing certificates to mobile clients, as
shown in the exhibit below.
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- . Onboard CA ]
*  Enter a namae to dentify this certficate authorty.
is CA issues certificates to devices registered with Intune
Description:

A descrption of the certificate suthonty.
Mode: Root CA

Certificate Issuing
These ootens control how certtcates are ‘asued by ths certihicate authonty.

[Do not include OCSP Responder URL ~
* Authority Info ACCeSS:  Seiect the info sbout the i . to include in the chent certfcate
Hote that when an OCSP URL m provided, cherts may need to sccess tha URL in order (o determune 4 the certdeate i st vaid
= validity Period: 385 ] davs

Manmum vaidty panod for chent certdcates (o days)

* Clock Skew Allowance: (5|
Amount to pre/post dete certificate valwity perod («n munutes)
B indude device information in TLS client certificates

Subject Alternative Name:  siore information sbout the device in the of the
Note: Arube OF verson 6.1 or later & requred 1o enasble ths festure

* Digest Algorithm:
Select the sigorthm used [0 130 asued certficates

Retention Policy

These cptions control how long to retamm certificates after revecation or exory.

Store Certificates: O3 Xeep a copy of client certificates
When checked asuad centficates wel be stored When , onby sbout the

weebs
Maximum Period: The pencd after which an expred certificate (of @ rejected request) will be automat<ally deteted
Ledve Dlank 10 4adle AUtOMAtC Seletion

il b retaned

SCEP Server

These options control access to the SCEP server for this CA.

Enable access to the SCEP server
Allows this CA to issue tis-client certificates via SCEP

SCEP URL: http://clearpassl.acnsxtest.com/onboard/mdps_scep.php/2
External \ ~|
Select the method by which the SCEP request is validated.

[Intune SCEP 7c0a5261-8e52-41dd-a62d-6eab496b78d8 v |
Select the extension with which to validate SCEP.

SCEP Server:

* SCEP idation:

* External SCEP Validator:

Allowed Access:

Enter the IP addresses and networks from which logins are permitted.

Denied Access:

Enter the IP addresses and networks that are denied login access.

EST Server

Thete cptans cortrel acoems 1o the EST sareer for Uy C4

EST Sarver:
EST umL:

* EST auth Method:

EST Proof of Possesseon:

B enable access to the EST sarver
Afcws t3 CA 13 asue T's Care cerTdcates va EST

HELDs ./ / CP 1 . AcnExtest Ccom/ . well - known/ est/ca: 2
[HTTP Basic or Digest Authentication v |
Seiect the methed 1o sdhent<sie E5T reguests

B Aiways verity Proot of Possession (POP)
Bagumres the EST corver 10 verfy the cmrd s froof of potseson. Ahech must Se provaded i e Us ursgoe date Refer to BFC 7000 for further Setsds

|

Frter the [P sasiesses and nermares freem wch sgen are permared

l

7 e [P BOSrESIet and mETOMCE TRAT e Sersed ID3T AcTest

* EST Way Type

[BHA-256 ~

State: Calfornia
Locality: Sunnyvale

Ovpanizational Unit.  ACNSx Exam

State:

Locality:

Organization:
Organizational Unit:
Common Name:
Signing Common Name:
Email A

-

tre fype of prvate kiy thet £5T chents shouid generstr

Seact the dgest mgonthen EST hents shoutd use for CSHs.

us

California

Sunnyvale

Aruba Networks Training

ACNSX Exam

ClearPass Intune Certificate Authority
ClearPass Intune Certificate Authority (Signing)

Private Key
Key Type:
Self-Signed Certificate
CA Expiration:

dmin@ac com

4096-bit RSA

3653
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What change will help to meet those requirements and the requirements for authenticating clients?
A. Change the EST authentication method to use an external validator.

B. Change the EST Digest Algorithm to SHA-512.

C. Recreate the CA as a registration authority under Azure AD.

D. Specify an OCSP responder, setting the hostname to localhost.

Correct Answer: A

QUESTION 3

A company has an Aruba ClearPass server at 10.47.47.8, FQDN radius.acnsxtest.local. This exhibit shows ClearPass
Policy Manager\\'s (CPPM\\'s) settings for an Aruba Mobility Controller (MC).

Edit Device Details °

Device RadSec Settings SNMP Read Settings SNMP Write Settings CL1 Settings OnConnect Enforcement Attributes

Name: ExamMC |

IP or Subnet Address: 1047404 i ‘
(e,g., 192.168.1.10 or 192.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12fﬂ:71/64)

Device Groups:

Description:

RADIUS Shared Secret: - verify:
TACACS+ Shared Secret: | Verify:
vendor Name: Aruba |-

Enable RADIUS Dynamic Authorization:
Enable RadSec:

[ Conce |
The MC is already configured with RADIUS authentication settings for CPPM, and RADIUS requests between the MC
and CPPM are working. A network admin enters and commits this command to enable dynamic authorization on the
MC:
aaa rfc-3576-server 10.47.47.8

But when CPPM sends CoA requests to the MC, they are not working. This exhibit shows the RFC 3576 server
statistics on the MC:
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RADIUS RFC 3E7€ Statistics

Server isconnect Req Disconnect Acc Disconnect Rgl No Secret No Sgaa ID Bad Auth
Invalid Req Fkts Dropped Unknown service Coi Req CoA Acc Coh Bgy No perm

How could you fix this issue?

A. Change the UDP port in the MCs\\' RFC 3576 server config to 3799.

B. Enable RadSec on the MCs\\' RFC 3676 server config.

C. Configure the MC to obtain the time from a valid NTP server.

D. Make sure that CPPM is using an ArubaOS Wireless RADIUS CoA enforcement profile.
Correct Answer: A

Dynamic authorization is a feature that allows CPPM to send change of authorization (CoA) or disconnect messages to
the MC to modify or terminate a user session based on certain conditions or events 1. Dynamic authorization uses the
RFC 3576 protocol, which is an extension of the RADIUS protocol 2. To enable dynamic authorization on the MC, you
need to configure the IP address and UDP port of the CPPM server as the RFC 3576 server on the MC 3. The default
UDP port for RFC 3576 is 3799, but it can be changed on the CPPM server . The MC and CPPM must use the same
UDP port for dynamic authorization to work properly 3. In this scenario, the MC is configured with the IP address of the
CPPM server (10.47.47.8) as the RFC 3576 server, but it is using the default UDP port of 3799. However, according to
the exhibit, the CPPM server is using a different UDP port of 1700 for dynamic authorization . This mismatch causes the
CoA requests from CPPM to fail on the MC, as shown by the statistics . To fix this issue, you need to change the UDP
port in the MCs\\' RFC 3576 server config to match the UDP port used by CPPM, which is 1700 in this case.
Alternatively, you can change the UDP port in CPPM to match the default UDP port of 3799 on the MC. Either way, you
need to ensure that both devices use the same UDP port for dynamic authorization .

QUESTION 4

Refer to the exhibit.
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o "ab NiC - 0 X
Fle Edit View Go Copture Anehze Stalistics Telephony Wirdless Tools Hep
AiNZe  IPREQess=TiZ(EQqan

W [ s00ly & deolay firer . cCul-f> =3 ] Bxpresson_ | 4
7124 1745.313106  10.1.7.100 10.1.26.151 TLSvi.2 1389 Application Data, Application Data
7125 1745.313138  10.1.26.151 10.1.7.108 e 54 21379 = 443 [ACK] Seq=59293 Ack=55574@ Win=2182272 Len=0

H 7126 1745.335486  10.1.26.151 10.1.7.100 TP 54 21411 + 443 [ACK] 5Seqe22221 Ack=47132 Win=2101248 Len=@

| 7127 1752.@91170  94:60:d5:bf:36:48  Broadcast ARP 60 Gratuitous ARP for 10.1.26.1 (Request)

i 7128 1753.261668 10.1.26.151 19.254.1.21 B4 Standard query @x@001 PTR 21.1.254.1@.in-addr.arpa

| 7129 1753.262268 10.254.1.21 10.1.26.151 DS 126 Standard query response @x@001 PTR 21.1.254.10.in-addr.arpa PTR TrainingLab-AD.acnsxtest.com

| 71301753.263452  10.1.26.151 10.258.1.21 oHs 98 Standard query BxB802 A QWS yez8.dj 5 enien

I 7131 1754.747644  10.1.26.150 224.0.0.251 HOMS 83 Standard query @x@00@ PTR _anywhereusb._tcp.local, “QM" question

{7132 1755.275578  18.1.26.151 10.254.1.21 DS 98 Standard query 8x08803 AAAA QWSSIGIYZGVyc:B.djdkduepbi2kzdnzx.onion
7133 1755.30370  10.1.26.151 10.1.7.109 TiSvl.2 920 Application Data
7134 1755.303255 18.1.7.10@ 10.1.26.151 g 6@ 443 » 21379 [ACK] Seq=555740 Ack=50159 Win=63360 Len=@
7135 1755.3185864  10.1.26.151 10.1.7.109 Tisvl.2 882 Application Data
7136 1755.323597 10.1.7.109 19,1.26.151 TLSv1.2 604 Application Data
7137 1755.343521  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe=555740 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7138 1755.343521 10.1.7.109 10.1.26.151 TP 1514 443 = 21379 [ACK] Seq=557200 Ack=-60159 Win=564128 Len=1460 [TCP segment of a reassesbled POU)
7139 1755.343573  10.1.26.151 10.1.7.100 TP 54 21379 + 443 [ACK] Seq=60159 Ack=558660 Win=2182272 Len=d
7140 1755.343650  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seq=558660 Ack=60159 Win=64128 Len=1460 [TCP segment of & reassesbled POU]
7141 1755.343650 10.1.7.100 19.1.26.151 TP 1514 443 + 21379 [ACK] Seqe=560120 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassembled POU]
7142 1755.343650  10.1.7.109 10.1.26.151 TP 1514 443 = 21379 [PSH, ACK] Seq=561580 Ack=60159 Win=£4128 Len=1460 [TCP segment of a reassesbled POVU]
7143 1755.34365¢  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seq=563040 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassembled POV]
7144 1755.343650  10.1.7.100 10.1.26.151 e 1514 443 + 21379 [ACK] Seqe564500 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7145 1755.343650  10.1.7.100 10.1.26.151 Tce 1514 443 = 21379 [ACK] Seq=565960 Ack=60159 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7146 1755.343650 10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe567420 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7147 1755.343650  10.1.7.100 10.1.26.151 Tce 1514 443 = 21379 [PSH, ACK] Seq568880 Ack=60159 Win=64128 Lens1460 [TCP segment of a reassesbled POU]
7148 1755.343764  18.1.26.151 18.1.7.109 TP 54 21379 « 443 [ACK] Seq=68159 Ack=570348 Win=2182272 Len=0
7149 1755.343749  10.1.7.100 10.1.26.151 TP 1514 443 =+ 21379 [ACK] S5eq=570348 Ack=60159 Win=64128 Len=1460 [TCP segment of & reascesbled POU]
7150 1755.343784 10.1.7.100 10.1.26.151 TLSv1.2 1389 Application Data, Application Data
7151 1755.343797  10.1.26.151 10.1.7.109 TP 54 21379 + 443 [ACK] Seq~60159 Ack=573135 Win=2182272 Len-0
7152 1755.368072  19.1.26.151 10.1.7.100 TP 54 21411 + 443 [ACK] Seq=23049 Ack=47688 Wine2102272 Lens@
7153 1755.763334  10.1.26.15@ 224.9.8.251 HONS 83 Standard query @x8000 PTR _anywhereusb._tcp.local, "QM" question
7154 1760.159146  19.1.26.151 10.1.7.100 TLSvl.2 858 Application Data
7155 1760.159402  10.1.7.100 10.1.26.151 e 60 443 » 21379 [ACK] Seq=573135 Ack=-6@973 Win-6336@ Len=-@
7156 1760.162772  10.1.7.100 10.1.26.151 TLSv1.2 599 Application Data
7157 1760.165496  10.1.26.151 10.1.7.100 TLSvi.2 888 Application Data
7158 1768.165720  10.1.7.100 18.1.26.151 TP 60 443 » 21379 [ACK] Seqs573680 Ack=51887 Win=63368 Len=d
7159 1760.171166  10.1.7.100 10.1.26.151 TiSv1.2 852 Application Data
7160 1760.212643  10.1.26.151 10.1.7.100 TP 54 21379 » 443 [ACK] Seqe61807 Acke574478 Win=2100992 Lened
7161 1761.443829 10.254.1.21 . DNS. 146 Standard query response @x@002 A (WSSIGIyIGVyc:8.djdkduep62kzdnzx.onion CNAME cnVUIGEgc2NhbiBhdCANMCAxL JAUMCExNg
7162 1761.449879  10.1.26.151 1 1CHF 174 Destinati eachable (Port unreachable
7163 1765.337183  108.1.26.151 B TLSvl.2 920 Application Data
7164 1765.349819  10.1.26.151 1.7, TLSv1.2 882 Application Data
7165 1765.355148 10.1.7.109 TLSv1.2 604 Application Data
7166 1765.379168  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe574478 Ack=62673 WineS4128 Len=1460 [TCP segment of a reassesbled POU]
7167 1765.379168  10.1.7.100 10.1.26.151 TCP 1514 443 -+ 21379 [PSH, ACK] Seq=575938 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7168 1765.379168  10.1.7.100 18.1.26.151 TP 1514 443 + 21379 [ACK] Seq=577398 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7169 1765.379168  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [PSH, ACK] Seq=578858 Ack=62673 Win=64128 Len=146@ [TCP segment of a reassesbled POU]
7170 1765.379168  10.1.7.100 16.1.26.151 TP 1514 443 + 21379 [ACK] Seq=580318 Ack=62673 Winw64128 Len=1460 [TCP segment of a resssesbled POU]
7171 1765.379168  10.1.7.100 10.1.26.151 TP 1514 243 + 21379 [PSH, ACK] Seq-581778 Ack=62673 Win=64128 Len-1460 [TCP segment of a reassesbled POU]
7172 1765.379235  10.1.26.151 18.1.7.180 TcP 54 21379 » 443 [ACK] Seqe62673 Acke583238 Win=2102272 Len=d
7173 1765.379296  10.1.7.100 10.1.26.151 e 1514 443 + 21379 [ACK] Seq=583238 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]

Which security issue is possibly indicated by this traffic capture?

A. An attempt at a DoS attack by a device acting as an unauthorized DNS server

B. A port scan being run on the 10.1.7.0/24 subnet

C. A command and control channel established with DNS tunneling

D. An ARP poisoning or man-in-the-middle attempt by the device at 94:60:d5:bf:36:40

Correct Answer: C

DNS tunneling is a technique that abuses the DNS protocol to tunnel data or commands between a compromised host
and an attacker\\'s server. DNS tunneling can be used to establish a command and control channel, which allows the
attacker to remotely control the malware or exfiltrate data from the infected hostl The traffic capture in the exhibit shows
some signs of DNS tunneling. The source IP address is 10.1.7.2, which is likely an internal host behind a firewall. The
destination IP address is 8.8.8.8, which is a public DNS resolver. The DNS queries are for subdomains of badsite.com,
which is likely a malicious domain registered by the attacker. The subdomains have long and random names, such as

0x2a0x2a0x2a0x2a0x2a0x2a0x2a0x2a.badsite.com, which could be used to encode data or commands. The DNS
responses have large sizes, such as 512 bytes, which could be used to carry data or commands back to the host2
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You are configuring gateway IDS/IPS settings in Aruba Central.

For which reason would you set the Fail Strategy to Bypass?

A. To permit traffic if the IPS engine falls to inspect It

B. To enable the gateway to honor the allowlist settings configured in IDS/IPS policies

C. To tell gateways to stop enforcing IDS/IPS policies if they lose connectivity to the Internet

D. To avoid wasting IPS engine resources on filtering traffic for unauthenticated clients

Correct Answer: A

The Fail Strategy is a configuration option for the IPS mode of inspection on Aruba gateways. It defines the action to be
taken when the IPS engine crashes and cannot inspect the traffic. There are two possible options for the Fail Strategy:
Bypass and Blockl If you set the Fail Strategy to Bypass, you are telling the gateway to allow the traffic to flow without
inspection when the IPS engine fails. This option ensures that there is no disruption in the network connectivity, but it
also exposes the network to potential threats that are not detected or prevented by the IPS enginel If you set the Fail
Strategy to Block, you are telling the gateway to stop the traffic flow until the IPS engine resumes inspection. This option

ensures that there is no compromise in the network security, but it also causes a loss of network connectivity for the
duration of the IPS engine failurel
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