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QUESTION 1

Refer to the scenario. 

# Introduction to the customer 

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices. 

The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here. 
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD. 

# Requirements for issuing certificates to mobile clients 

The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also
be 

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
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down. 

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device. 

# Requirements for authenticating clients 

The customer requires all types of clients to connect and authenticate on the same corporate SSID. 

The company wants CPPM to use these authentication methods: 

1. 

EAP-TLS to authenticate users on mobile clients registered in Intune 

2. 

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements: 

1. 

Their certificate is valid and is not revoked, as validated by OCSP 

2. 

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules: 

1. 

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role 

2. 

Clients that have passed TEAP Method 1 are assigned the "domain-computer" role 

3. 

Clients in the AD group "Medical" are assigned the "medical-staff" role 

4. 

Clients in the AD group "Reception" are assigned to the "reception-staff" role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows: 

1. 

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role 

2. 

Assign other mobile-onboarded clients to the "mobile-other" firewall role 

3. 

Assign medical staff on domain computers to the "medical-domain" firewall role 
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4. 

All reception staff on domain computers to the "reception-domain" firewall role 

5. 

All domain computers with no valid user logged in to the "computer-only" firewall role 

6. 

Deny other clients access # Other requirements Communications between ClearPass servers and on-prem AD domain
controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs and
Aruba gateways, which are managed by Central. APs use tunneled WLANs, which tunnel traffic to the gateway cluster.
The customer also has AOS-CX switches that are not 

managed by Central at this point. 

# ClearPass cluster IP addressing and hostnames A customer\\'s ClearPass cluster has these IP addresses: 

1. 

Publisher = 10.47.47.5 

2. 
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Subscriber 1 = 10.47.47.6 

3. 

Subscriber 2 = 10.47.47.7 

4. 

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8 

The customer\\'s DNS server has these entries 

1. 

cp.acnsxtest.com = 10.47.47.5 

2. 

cps1.acnsxtest.com = 10.47.47.6 

3. 

cps2.acnsxtest.com = 10.47.47.7 

4. 

radius.acnsxtest.com = 10.47.47.8 

5. 

onboard.acnsxtest.com = 10.47.47.8 

You have imported the root certificate for the Windows CA to the ClearPass CA Trust list. 

Which usages should you add to it based on the scenario requirements? 

A. EAP and AD/LDAP Server 

B. LDAP and Aruba infrastructure 

C. Radsec and Aruba infrastructure 

D. EAP and Radsec 

Correct Answer: A 

 

 

QUESTION 2

Refer to the scenario. 

# Introduction to the customer 

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices. 
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The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here. 
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD. 

# Requirements for issuing certificates to mobile clients 

The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also
be 

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
down. 

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device. 

# Requirements for authenticating clients 

The customer requires all types of clients to connect and authenticate on the same corporate SSID. 

The company wants CPPM to use these authentication methods: 

1. 

EAP-TLS to authenticate users on mobile clients registered in Intune 

2. 

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements: 

1. 

Their certificate is valid and is not revoked, as validated by OCSP 

2. 

The client\\'s username matches an account in AD 

# Requirements for assigning clients to roles 

After authentication, the customer wants the CPPM to assign clients to ClearPass roles based on the following rules: 

1. 

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role 

2. 

Clients that have passed TEAP Method 1 are assigned the "domain-computer" role 

3. 

Clients in the AD group "Medical" are assigned the "medical-staff" role 

4. 

Clients in the AD group "Reception" are assigned to the "reception-staff" role 
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The customer requires CPPM to assign authenticated clients to AOS firewall roles as follows: 

1. 

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role 

2. 

Assign other mobile-onboarded clients to the "mobile-other" firewall role 

3. 

Assign medical staff on domain computers to the "medical-domain" firewall role 

4. 

All reception staff on domain computers to the "reception-domain" firewall role 

5. 

All domain computers with no valid user logged in to the "computer-only" firewall role 

6. 

Deny other clients access 

# Other requirements 

Communications between ClearPass servers and on-prem AD domain controllers must be encrypted. 

# Network topology 

For the network infrastructure, this customer has Aruba APs and Aruba gateways, which are managed by Central. APs
use tunneled WLANs, which tunnel traffic to the gateway cluster. The customer also has AOS-CX switches that are not
managed by Central at this point. 
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# ClearPass cluster IP addressing and hostnames 

A customer\\'s ClearPass cluster has these IP addresses: 

1. 

Publisher = 10.47.47.5 

2. 

Subscriber 1 = 10.47.47.6 

3. 

Subscriber 2 = 10.47.47.7 

4. 

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8 

The customer\\'s DNS server has these entries 

1. 
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cp.acnsxtest.com = 10.47.47.5 

2. 

cps1.acnsxtest.com = 10.47.47.6 

3. 

cps2.acnsxtest.com = 10.47.47.7 

4. 

radius.acnsxtest.com = 10.47.47.8 

5. 

onboard.acnsxtest.com = 10.47.47.8 

You have started to create a CA to meet the customer\\'s requirements for issuing certificates to mobile clients, as
shown in the exhibit below. 
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What change will help to meet those requirements and the requirements for authenticating clients? 

A. Change the EST authentication method to use an external validator. 

B. Change the EST Digest Algorithm to SHA-512. 

C. Recreate the CA as a registration authority under Azure AD. 

D. Specify an OCSP responder, setting the hostname to localhost. 

Correct Answer: A 

 

 

QUESTION 3

A company has an Aruba ClearPass server at 10.47.47.8, FQDN radius.acnsxtest.local. This exhibit shows ClearPass
Policy Manager\\'s (CPPM\\'s) settings for an Aruba Mobility Controller (MC). 

The MC is already configured with RADIUS authentication settings for CPPM, and RADIUS requests between the MC
and CPPM are working. A network admin enters and commits this command to enable dynamic authorization on the
MC: 

aaa rfc-3576-server 10.47.47.8 

But when CPPM sends CoA requests to the MC, they are not working. This exhibit shows the RFC 3576 server
statistics on the MC: 
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How could you fix this issue? 

A. Change the UDP port in the MCs\\' RFC 3576 server config to 3799. 

B. Enable RadSec on the MCs\\' RFC 3676 server config. 

C. Configure the MC to obtain the time from a valid NTP server. 

D. Make sure that CPPM is using an ArubaOS Wireless RADIUS CoA enforcement profile. 

Correct Answer: A 

Dynamic authorization is a feature that allows CPPM to send change of authorization (CoA) or disconnect messages to
the MC to modify or terminate a user session based on certain conditions or events 1. Dynamic authorization uses the
RFC 3576 protocol, which is an extension of the RADIUS protocol 2. To enable dynamic authorization on the MC, you
need to configure the IP address and UDP port of the CPPM server as the RFC 3576 server on the MC 3. The default
UDP port for RFC 3576 is 3799, but it can be changed on the CPPM server . The MC and CPPM must use the same
UDP port for dynamic authorization to work properly 3. In this scenario, the MC is configured with the IP address of the
CPPM server (10.47.47.8) as the RFC 3576 server, but it is using the default UDP port of 3799. However, according to
the exhibit, the CPPM server is using a different UDP port of 1700 for dynamic authorization . This mismatch causes the
CoA requests from CPPM to fail on the MC, as shown by the statistics . To fix this issue, you need to change the UDP
port in the MCs\\' RFC 3576 server config to match the UDP port used by CPPM, which is 1700 in this case.
Alternatively, you can change the UDP port in CPPM to match the default UDP port of 3799 on the MC. Either way, you
need to ensure that both devices use the same UDP port for dynamic authorization . 

 

QUESTION 4

Refer to the exhibit. 
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Which security issue is possibly indicated by this traffic capture? 

A. An attempt at a DoS attack by a device acting as an unauthorized DNS server 

B. A port scan being run on the 10.1.7.0/24 subnet 

C. A command and control channel established with DNS tunneling 

D. An ARP poisoning or man-in-the-middle attempt by the device at 94:60:d5:bf:36:40 

Correct Answer: C 

DNS tunneling is a technique that abuses the DNS protocol to tunnel data or commands between a compromised host
and an attacker\\'s server. DNS tunneling can be used to establish a command and control channel, which allows the
attacker to remotely control the malware or exfiltrate data from the infected host1 The traffic capture in the exhibit shows
some signs of DNS tunneling. The source IP address is 10.1.7.2, which is likely an internal host behind a firewall. The
destination IP address is 8.8.8.8, which is a public DNS resolver. The DNS queries are for subdomains of badsite.com,
which is likely a malicious domain registered by the attacker. The subdomains have long and random names, such as
0x2a0x2a0x2a0x2a0x2a0x2a0x2a0x2a.badsite.com, which could be used to encode data or commands. The DNS
responses have large sizes, such as 512 bytes, which could be used to carry data or commands back to the host2 

 

QUESTION 5
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You are configuring gateway IDS/IPS settings in Aruba Central. 

For which reason would you set the Fail Strategy to Bypass? 

A. To permit traffic if the IPS engine falls to inspect It 

B. To enable the gateway to honor the allowlist settings configured in IDS/IPS policies 

C. To tell gateways to stop enforcing IDS/IPS policies if they lose connectivity to the Internet 

D. To avoid wasting IPS engine resources on filtering traffic for unauthenticated clients 

Correct Answer: A 

The Fail Strategy is a configuration option for the IPS mode of inspection on Aruba gateways. It defines the action to be
taken when the IPS engine crashes and cannot inspect the traffic. There are two possible options for the Fail Strategy:
Bypass and Block1 If you set the Fail Strategy to Bypass, you are telling the gateway to allow the traffic to flow without
inspection when the IPS engine fails. This option ensures that there is no disruption in the network connectivity, but it
also exposes the network to potential threats that are not detected or prevented by the IPS engine1 If you set the Fail
Strategy to Block, you are telling the gateway to stop the traffic flow until the IPS engine resumes inspection. This option
ensures that there is no compromise in the network security, but it also causes a loss of network connectivity for the
duration of the IPS engine failure1 
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