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QUESTION 1
Refer to the scenario.

A customer has an Aruba ClearPass cluster. The customer has AOS-CX switches that implement 802.1X authentication
to ClearPass Policy Manager (CPPM).

Switches are using local port-access policies.

The customer wants to start tunneling wired clients that pass user authentication only to an Aruba gateway cluster. The
gateway cluster should assign these clients to the "eth- internet” role. The gateway should also handle assigning clients

to their VLAN, which is VLAN 20.

The plan for the enforcement policy and profiles is shown below:
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Enforcement Policies - written-exam-3

Enforcement Rules

Enforcement:

Name: written-exam-3
Description:

Enforcement Type: RADIUS

Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions

1 (Tips:Role [Machine Authenticated]) itt
3 (Tips:Role | 5 [User Authenticated]) i B
2.i (Authentication: TEAP-Method-2-Status Success) written-exam-b

Enforcement Profiles - written-exam-a

Summary Profile Attributes

Profile:

Name: written-exam-a
Description:

Type: RADIUS

Action: Accept

Device Group List:

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-User-Role = eth-user

Enforcement Profiles - written-exam-b

Profile  Attributes

Profile:

Name: written-exam-b

Description:

Type: RADIUS
Action: Accept

Device Group List:

Attributes:
Type Name Value
; 2 Radius:Aruba Aruba-User-Role = internet-only
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The gateway cluster has two gateways with these IP addresses:

Gateway 1

1.

VLAN 4085 (system IP) = 10.20.4.21

2.

VLAN 20 (users) =10.20.20.1

3.

VLAN 4094 (WAN) = 198.51.100.14

Gateway 2

1.

VLAN 4085 (system IP) = 10.20.4.22

2.

VLAN 20 (users) =10.20.20.2

3.

VLAN 4094 (WAN) = 198.51.100.12

VRRP on VLAN 20 = 10.20.20.254

The customer requires high availability for the tunnels between the switches and the gateway cluster. If one gateway
falls, the other gateway should take over its tunnels. Also, the switch should be able to discover the gateway cluster

regardless of whether one of the gateways is in the cluster.

Assume that you have configured the correct UBT zone and port-access role settings. However, the solution is not
working.

What else should you make sure to do?

A. Assign VLAN 20 as the access VLAN on any edge ports to which tunneled clients might connect.

B. Create a new VLAN on the AOS-CX switch and configure that VLAN as the UBT client VLAN.

C. Assign sufficient VIA licenses to the gateways based on the number of wired clients that will connect.

D. Change the port-access auth-mode mode to client-mode on any edge ports to which tunneled clients might connect.
Correct Answer: B

The correct answer is B. Create a new VLAN on the AOS-CX switch and configure that VLAN as the UBT client VLAN.
User-based tunneling (UBT) is a feature that allows the AOS-CX switches to tunnel the traffic from wired clients to a

mobility gateway cluster, where they can be assigned a role and a VLAN based on their authentication and authorization
1.
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To enable UBT, the switches need to have a UBT zone configured with the IP addresses of the gateways, and a UBT
client VLAN configured with the ubt-client-vlan command 2. The UBT client VLAN is a special VLAN that is used to

encapsulate the traffic from the tunneled clients before sending it to the gateways. The UBT client VLAN must be
different from any other VLANSs used on the switch or the network, and it must not be assigned to any ports or interfaces
on the

switch 2. The UBT client VLAN is only used internally by the switch for UBT, and it is not visible to the clients or the
gateways. In this scenario, the customer wants to tunnel the clients that pass user authentication to the gateway
cluster,

where they will be assigned to VLAN 20. Therefore, the switch must have a UBT client VLAN configured that is different
from VLAN 20 or any other VLANSs on the network. For example, the switch can use VLAN 4000 as the UBT client
VLAN,

as shown in one of the web search results 3. The switch must also have a UBT zone configured with the system IP
addresses of the gateways as the primary and backup controllers, as explained in question 3.

The other options are not correct or relevant for this issue:

Option A is not correct because assigning VLAN 20 as the access VLAN on any edge ports to which tunneled clients
might connect would conflict with UBT. The access VLAN is the VLAN that is assigned to untagged traffic on a port, and
it is

used for local switching on the switch 4. If VLAN 20 is assigned as the access VLAN, then the traffic from the clients will
not be tunneled to the gateways, but rather switched locally on VLAN 20. This would defeat the purpose of UBT and

cause inconsistency in role and VLAN assignment.

Option C is not correct because VIA licenses are not required for UBT. VIA licenses are required for enabling VPN
services on Aruba Mobility Controllers for remote access clients using Aruba Virtual Intranet Access (VIA) software .
VIA

licenses are not related to UBT or wired clients.

Option D is not correct because changing the port-access auth-mode mode to client-mode on any edge ports to which
tunneled clients might connect would not affect UBT. The port-access auth-mode mode determines how a port handles

authentication requests from multiple clients connected to a single port . Client- mode is the default mode that allows
only one client per port, while multi-client- mode allows multiple clients per port. The port-access auth-mode mode does
not

affect how UBT works or how traffic is tunneled from a port.

QUESTION 2
Refer to the scenario.

A customer has an AOS10 architecture that is managed by Aruba Central. Aruba infrastructure devices authenticate
clients to an Aruba ClearPass cluster.

In Aruba Central, you are examining network traffic flows on a wireless loT device that is categorized as "Raspberry Pi"
clients. You see SSH traffic. You then check several more wireless 10T clients and see that they are sending SSH also.

You want a relatively easy way to communicate the information that an IoT client has used SSH to Aruba CPPM.
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What is one prerequisite?

A. Enable event processing on subscribers in the ClearPass cluster.

B. In CPPM\\'s CA trust list, add the Aruba Infrastructure usage to the DigiCert certificate.
C. Obtain a data collector token from Central\\'s platform integration settings.

D. Create an API application and token within the REST API settings.

Correct Answer: C

QUESTION 3
Refer to the scenario.

A customer is migrating from on-prem AD to Azure AD as its sole domain solution. The customer also manages both
wired and wireless devices with Microsoft Endpoint Manager (Intune).

The customer wants to improve security for the network edge. You are helping the customer design a ClearPass
deployment for this purpose. Aruba network devices will authenticate wireless and wired clients to an Aruba ClearPass
Policy Manager (CPPM) cluster (which uses version 6.10).

The customer has several requirements for authentication. The clients should only pass EAP-TLS authentication if a
query to Azure AD shows that they have accounts in Azure AD. To further refine the clients\\' privileges, ClearPass also
should use information collected by Intune to make access control decisions.

You are planning to use Azure AD as the authentication source in 802.1X services.

What should you make sure that the customer understands is required?

A. An app registration on Azure AD that references the CPPM\\'s FQDN

B. Windows 365 subscriptions

C. CPPM\\'s RADIUS certificate was imported as trusted in the Azure AD directory

D. Azure AD Domain Services

Correct Answer: A

To use Azure AD as the authentication source in 802.1X services, you need to configure CPPM as a SAML service
provider and Azure AD as a SAML identity provider. This allows CPPM to use Azure AD for user authentication and role
mapping. To do this, you need to create an app registration on Azure AD that references the CPPM\\'s FQDN as the

reply URL and the entity ID. You also need to grant the app registration the required permissions to access user
information from Azure AD1

QUESTION 4
Refer to the scenario.

A customer has asked you to review their AOS-CX switches for potential vulnerabilities. The configuration for these
switches is shown below:
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hostname Access-Switch-$$

nip authentication-key 1 shal ciphertext
AQBapYn45h7mDzxcLhAYWBHGbiegegFASS1kvTQPPgICEfaLCAAAAMIb4BONRhSg

ntp trusted-key 1

ntp server pool.ntp.org minpall 4 maxpoll 4 iburst key-id 1

ntp enable

ntp authentication

radius-server host rad.example.com tis

tacacs-server host rad.example.com

aaa authentication login ssh group tacacs local
aaa authentication login teinet group tacacs local

aaa accounting port-access start-stop interim group radius

radius dyn-authorization enable

radius dyn-authorization client rad.exampie.com lis

ssh server viT default

ssh server vif mgmt

telnet server vrf default

telnet server vif mgmt

crypto pki application radsec-client certificate device-identity
crypto pki ta-profile privateca

ta-certificate

——BEGIN CERTIFICATE——
MIIGAzZCCA+UgAWIBAgGIUEVESXOopuiXTZOHEDS/ UYARDLY sdowDQYJROZIhveNAQEL
BOAWgYgXCZAJBgNVEAY TALVIMRMWEQYDVOOIDAPDYWXDZmMEybml hMRIWEAYDVOOH
DAlTAWS2eXZhbGUxHDAaBgNVEACMEOEFydWINIFRYYWluaWsSnIEXhYnMrEZARBGNVY
BASMCKEDTINYIFR1CEQxHTADBgNVEAMMEFHIVEIRJYSShY252cHR1Cc3QuUY29TtME4AX
DT IyMTEYyM] IWNTQHOFONDIMYMTEXOT IWNTQXOFOWgYgxCzAJEgNVEAYTALVTMEMW
EQYDVQOIDAPDDYWXxpZmOybml hMRIWEAYDVEQHDAL TdWSueXZhbGUxHDAaBgNVEAOM
EOFYydWJnIFRy YWl uaWwsSn IEXN Y NMXE ZARBgNVBASMCKEDTINY IFRICIQXHTADEgNY
BAMMFHIVEARI¥YSShY25zeHR1c3QuY29tMIICIJANEBgkghki GSwOBAQEFAROCAGEA
MIICCgRCAgEASiUzsBkIJcUgedsbRyoLJdOZNgpeXfphk2VsSzZngPlLCu3lea30HU
VoGchhJXCQaI3HDUTCLD4bS5SIf63z4nKZA36TSCYWHKOeOPSgUj y+61XXMASRDSDRC
CYOYSFE8spVJiEoZnZhgLadm/ DLEY1hxoSZ2UKav/08DMEzD/ YVUZGNLiQEDE/L7ivk
CWE+LlSWIGSIHIOL/ rgId/+W20nNS8apXS5IlAWaAHYDYARTWEMUKLUXQ/ TE+7+2FXju
BS5MC4b7 7RaWW]) 6CkWSkEBWhmy JETMMPSHTuJ4t3evh7jd/ 1 TkmS520g/ VBkvNTTWS
fif7l1kWhevmlLlvex¥Ynj+S3CWhAFdaR7S33a6xwdZxCDOLEfPEELI1oONKaOVMAmO2
10ZtJNEPFueBtlEERCLIR+IMANQKI3E21BO0WhSLEFEImLrOLEy/ edVEXhIURMXOLID
JKeSw38TDm3tlkSEPECOaL]Ss4tYJRXCZLDnrg70z1e37sxENYoBtgRp77cdfePr
CP/spBUGSgLiZ2FO0iikU6k3 7TmoL3sMs2ugCOYWoIRYFIOSEWCRbxmyS81UePiSlsW
O0goOaPDr35W/ 04431/ z6A+g/ CiwVrALS+zEfHEMDEXxo4VMygIttaiwz0SGAQQSH]
redomQEQPMwkgbzaELtAgYOWGKEBSET/XifRLVXNeYUBWOREZwmscI 3kCAWEARANT
MEEwHOY DVROOBBYEFGHCH/ 24 7S pdNEIHh I D FC i s 8 khMBEGALUAI wRYMBaARFEXS
H/z47S5pdNKIHh DX ECEjz8kNMASGALUdEWER/ wQFMAMBATSWDgYDVROPAQH/ BAQD
AgGGMAOGCSgGSIbEDOEBCWUARA4 ICAQBSTGIspaamHOX tsnWgmux EPANJEdPZ0Ele
wDNpUxkvVbeSProwl8luRIJMpTROZSrwVWETLIrMETtS5JD4 JAK+dOusrdTDEKwWWgPPgFi0
FSsSvFESaEJSSceD+eDW1l4LAJIi3z3b9Z2BuBa3LkaP7kyTlSnIO+opN+vdVv4 3LNXh
T23xEmLCS0Uolg3bbizpkWXieefwSo2BafFMscPAdI75DVY+x+QolSgpibWBASEOR
JRAEHrKmsgerIG+37bixgaF ) SnMzWpXOn2HIKCVel 6uk2pDNEiYVbU3 k9b/ ZWOmW
DRYKAURSAFBNZ1KDYQOoE6T/chT/DY77FoStfgU0gDEEj3EqQaM76r£f8S221G6Csrfkp
CrpSoRPEiiOoCiZEcidkzSsmbzAHWRXNAF 7viWR1 00i vepaEFREIVU/ ke SOZRaxNYd
SIKINh7gG4DcRahFfDAdFDOVHVIOWRNXRKKDpURPN 6w+Quc+ihgEFpP8cvPoy7ayzo
ZSczSYEavVXThEIXRhVSgScoog /XImBTL4{SKlpyrHSjEesDa7og3zgnNot/vELfHhI3O
ZUCBe4UPGH I raC4gkHHImMbblgYenxKpMz56A0APBKEVSicYOUTQOSHKEEASLGHD
S jgYWWKADE 7RE41HjF+7FfMUSUINZBm7 5208 SCPAPCOVeJEfNNE /a0+SVrN=4j 81
Nré&3MéxeYw=
~——END CERTIFICAT E—-—

END_OF_CERTIFICATE
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vsf member 1
type jl666a
dhecpv4-snooping
vian 1
vian 2
vian 4
dhepv4-snooping
spanning-iree
interface mgmt
no shutdown
aaa authentication port-access dot1x authenticator
enable
interface lag 1
no shutdown
no routing
vian trunk native 1
vian trunk allowed 2 4
dhecpv4-snooping trust
interface 1/1/1-1/1/24
no shutdown

aaa authentication port-access dot1x authenticator
enable
interface vian 1
interface vian 2
ip address 10.1.2.1/24
ip route 0.0.0.0/0 10.1.2.254
ip dns domain-name example.com
ip dns server-address 10.1.1.9
1

https-server vif default
https-server vif mgmt
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What is one recommendation to make?

A. Let the RADIUS server configure VLANs on LAG 1 dynamically.

B. Use MDS instead of SHAL for the NTP authentication key.

C. Encrypt the certificate in the TA-profile.

D. Create a control plane ACL to limit the sources that can access the switch with SSH.

Correct Answer: D

According to the AOS-CX Switches Multiple Vulnerabilities1, one of the vulnerabilities (CVE-2021-41000) affects the

SSH service on AOS-CX switches. This vulnerability allows an unauthenticated remote attacker to cause a denial-of-
service condition on the switch by sending specially crafted SSH packets. The impact of this vulnerability is high, as it
could result in a loss of management access and network disruption. Therefore, one recommendation to make is to

create a control plane ACL to limit the sources that can access the switch with SSH. This way, the switch can filter out
unwanted or malicious SSH traffic and reduce the risk of exploitation.

QUESTION 5

Refer to the scenario.

# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.
The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CAis

shown here.
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gl! Emiticate

General Detals  Certification Path

umm

Windows does not have enough information to verify
this certificate.

Issued to: employeel

Issued by: Intca.acnsxtest.com

Valid from 8/12/2022 to 8/12/2023

Instal Certificate... |  [ssuer Statemen

oK
(L
General Detalls Certification Path
Show: <Al> "
Feld Value
SMIME Capabiities [1]SMIME Capabiity: Object I...
Subject Key Identifier 06663 1b63703b Sf0ceBceed28...
| Authority Key Identifier KeylD=c39da74dbe 13586¢8d. ..
CRL Distribution Ponts [1}CRL Distribution Pont: Distr...
| Authority Information Access 1] Authority Info Access: Acc...
11.3.6.1.4.1.31L.25.2 304030 32 060a > 060104...
K Weylbgane  Nicital Sonahes Key Fncinher
Name:
Principal Name =empioyee 1 acnsxtest.com
Name =employee | @acnsxtest.com
Edit Proper tes Copy to File...

oK
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.
Their certificate is valid and is not revoked, as validated by OCSP
2.

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules:

1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer" role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows:

1.
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Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role

2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role

4,

All reception staff on domain computers to the "reception-domain” firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role

6.

Deny other clients access # Other requirements Communications between ClearPass servers and on-prem AD domain
controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs and
Aruba gateways, which are managed by Central. APs use tunneled WLANS, which tunnel traffic to the gateway cluster.

The customer also has AOS-CX switches that are not

managed by Central at this point.
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INTERNET
Central

Gateway
Azure AD/Intune ‘

Corporate
WLAN
tunneled to
gateway
cluster

# ClearPass cluster IP addressing and hostnames

A customer\\'s ClearPass cluster has these IP addresses:

1.

Publisher = 10.47.47.5

2.

Subscriber 1 =10.47.47.6

3.

Subscriber 2 = 10.47.47.7

4.

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8

The customer\\'s DNS server has these entries

1.
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cp.acnsxtest.com = 10.47.47.5

2.

cpsl.acnsxtest.com = 10.47.47.6
3.

cps2.acnsxtest.com = 10.47.47.7
4,

radius.acnsxtest.com = 10.47.47.8
5.

onboard.acnsxtest.com = 10.47.47.8
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On CPPM, you are creating the authentication method shown in the exhibit below:

Edit Authentication Method

e 2020202000000

Name: Exam TLS

Description:

Type: EAP-TLS
Method Details
Session Resumption: Enable
Session Timeout: hours
Authorization Required: Enable
Certificate Comparison: Do not compare v
Verify Certificate using OCSP: Required v
Override OCSP URL from Client: Enable

OCSP URL:

[Copy J"sove [ Concol |
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You will use the method for standalone EAP-TLS and for inner methods in TEAP. What should you do?
A. Configure OCSP override and set the OCSP URL to localhost/onboard/mdps ocspphp/2

B. Enable certificate comparison.

C. Enable authorization.

D. Configure OCSP override and leave the OCSP URL blank.

Correct Answer: A
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