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QUESTION 1

Which of the following two cryptography methods are used by NTFS Encrypting File System (EFS) to encrypt the data
stored on a disk on a file-by-file basis? 

A. Digital certificates 

B. Public key 

C. RSA 

D. Twofish 

Correct Answer: AB 

 

QUESTION 2

In the United States, Title VII of the 1964 Civil Rights Act was formulated to protect an employee from discrimination on
the basis of religion, color, race, national origin, and sex. This law makes discrimination in employment illegal. Which of
the following was the original emphasis of the Act? 

A. Protect fundamental rights of an employee 

B. Equal position to all employees 

C. Protect woman in the workplace 

D. Prevent child pornography 

Correct Answer: C 

 

QUESTION 3

Which of the following tools is used to restore deleted files from Linux and Mac OS X file system? 

A. Easy-Undelete 

B. Active@ UNERASER 

C. Active@ UNDELETE 

D. R-Undelete 

Correct Answer: A 

 

 

QUESTION 4
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Which of the following password cracking attacks is based on a pre-calculated hash table to retrieve plain text
passwords? 

A. Dictionary attack 

B. Rainbow attack 

C. Brute Force attack 

D. Hybrid attack 

Correct Answer: B 

 

 

QUESTION 5

You work as a Web developer for ABC Inc. You want to investigate the Cross-Site Scripting attack on your company\\'s
Web site. Which of the following methods of investigation can you use to accomplish the task? Each correct answer
represents a complete solution. Choose all that apply. 

A. Review the source of any HTML-formatted e-mail messages for embedded scripts or links in the URL to the
company\\'s site. 

B. Look at the Web server\\'s logs and normal traffic logging. 

C. Use Wireshark to capture traffic going to the server and then searching for the requests going to the input page,
which may give log of the malicious traffic and the IP address of the source. 

D. Use a Web proxy to view the Web server transactions in real time and investigate any communication with outside
servers. 

Correct Answer: ABD 
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