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QUESTION 1
Match each WatchGuard Subscription Service with its function.

A repository where email messages can be sent based on analysis by spamBlocker, Gateway AntiVirus, or Data Loss
Prevention. (Choose one).

A. Gateway / Antivirus

B. Data Loss Prevention DLP

C. Spam Blocker

D. Intrusion Prevention Server IPS

E. Quarantine Server

Correct Answer: E

The WatchGuard Quarantine Server provides a safe mechanism to quarantine any email messages that are suspected
or known to be spam, or to contain viruses or sensitive data. The Quarantine Server is a repository for email messages
that the SMTP proxy sends to quarantine based on analysis by spamBlocker, Gateway AntiVirus, or Data Loss

Prevention.

Reference: https://www.watchguard.com/help/docs/webui/xtm_11/en-US/index.html#cshid=en-US/
quarantineserver/quar_server_about_c.html

QUESTION 2

Match each WatchGuard Subscription Service with its function.

Uses signatures to provide real-time protection against network attacks. (Choose one).

A. Reputation Enable Defense RED

B. Data Loss Prevention DLP

C. Intrusion Prevention Server IPS

D. Application Control

E. APT Blocker

Correct Answer: C

Intrusion Prevention Service (IPS) -- As with the other IPS offers, the IPS module is intended to detect and in real time
mitigate intrusions coming into a network. This includes a large signature data base that monitors for spyware, SQL

injections, cross-site scripting (XSS), and buffer overflows.

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html
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QUESTION 3

You can configure your Firebox to send log messages to how many WatchGuard Log Servers at the same time? (Select
one.)

A. One
B. Two
C. As many as you have configured on your network.

Correct Answer: B

QUESTION 4

When your device is in a default state, to which interface do you connect your management computer so you can use
the Quick Setup Wizard or Web Setup Wizard to configure the device? (Select one.)

A. Interface O

B. Console interface
C. Any interface

D. Interface 1
Correct Answer: D

To start the Web Setup Wizard, connect your computer to interface number 1 of your XTM device with an Ethernet
cable. This is the trusted interface.

Reference: http://www.watchguard.com/help/docs/wsm/xtm_11/en-US/index.html#en-US/installation/
gsw_web_about_c.html

QUESTION 5

Match each type of NAT with the correct description:

Conserves IP addresses and hides the internal topology of your network. (Choose one)

A. 1-tol NAT

B. Dynamic NAT

C. NAT Loopback

Correct Answer: B

Dynamic NAT is also known as IP masquerading. With dynamic NAT many computers can connect to the Internet from

one public IP address. Dynamic NAT gives more security for internal hosts that use the Internet, because it hides the IP
addresses of hosts on your network.
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Reference: http://www.watchguard.com/help/docs/wsm/xtm_11/en-US/index.html#en-US/nat/
nat_dynamic_use_c.html%3FTocPath%3DNetwork%2520Address%2520Translation%2520(NAT)%
7CAbout%2520Dynamic%2520NAT%7C 0
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