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QUESTION 1

When adding the EPM agent to a pre-existing security stack on workstation, what two steps are CyberArk
recommendations. (Choose two.) 

A. Add any pre-existing security application to the Files to Be Ignored Always. 

B. Add EPM agent to the other security tools exclusions. 

C. EPM agent should never be run with any other security tools. 

D. Create new advanced policies for each security tool. 

Correct Answer: AB 

 

QUESTION 2

What are valid policy options for JIT and elevation policies? 

A. Grant temporary access for all users, Policy name, Restart administrative processes in admin approval mode, Collect
audit information 

B. Grant temporary access for, Policy name, Terminate administrative processes when the policy expires, Collect audit
information 

C. Grant administrative access, Policy name, Log off to apply policy, Collect policy violation information 

D. Terminate administrative services, Grant policy access for, Policy name, Collect audit reports 

Correct Answer: C 

 

QUESTION 3

An application has been identified by the LSASS Credentials Harvesting Module. 

What is the recommended approach to excluding the application? 

A. In Agent Configurations, add the application to the Threat Protection Exclusions 

B. Add the application to the Files to be Ignored Always in Agent Configurations. 

C. Exclude the application within the LSASS Credentials Harvesting module. 

D. Add the application to an Advanced Policy or Application Group with an Elevate policy action. 

Correct Answer: A 

 

QUESTION 4
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An EPM Administrator would like to enable CyberArk EPM\\'s Ransomware Protection in Restrict mode. What should
the EPM Administrator do? 

A. Set Block unhandled applications to On. 

B. Set Protect Against Ransomware to Restrict. 

C. Set Protect Against Ransomware to Restrict and Set Block unhandled applications to On. 

D. Set Control unhandled applications to Detect. 

Correct Answer: C 

 

QUESTION 5

When working with credential rotation/loosely connected devices, what additional CyberArk components are required? 

A. PTA 

B. OPM 

C. PVWA 

D. DAP 

Correct Answer: C 
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