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QUESTION 1

A client STA must choose the best AP for connectivity. As part of the evaluation, it must verify compatible data rates.
What can the client STA use to verify that an AP supports the same data rates that it supports?

A. Beacon frames transmitted by the AP

B. Data frames sent between the AP and current clients STAs
C. Authentication frames transmitted by the other client STAs
D. Probe request frames transmitted by other client STAs
Correct Answer: A

The client STA can use Beacon frames transmitted by the AP to verify that an AP supports the same data rates that it
supports. Beacon frames are management frames that are periodically broadcasted by the APs to announce their
presence, capabilities, and parameters. Oneof the information elements contained in the Beacon frames is the
Supported Rates or Extended Supported Rates, which lists the data rates that the AP can use for communication. The
client STA can compare its own data rates with those advertised by the AP to determine if they are compatible. Data
frames, authentication frames, and probe request frames do not contain information about data rates. References:
[CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 133; [CWNA: Certified
Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 123.

QUESTION 2

The requirements for a WLAN you are installing state that it must support unidirectional delays of less than 150 ms and
the signal strength at all receivers can be no lower than -67 dBm. What application is likely used that demands these
requirements?

A. VolP

B. E-Mail

C.FTP

D. RTLS

Correct Answer: A

VolIP (Voice over Internet Protocol) is an application that is likely used that demands the requirements of unidirectional
delays of less than 150 ms and the signal strength at all receivers can be no lower than -67 dBm. VoIP is an application
that allows users to make and receive voice calls over a network, such as the Internet or a WLAN. VoIP is a real-time
and interactive application that requires high quality of service (QoS) to ensure good user experience and satisfaction.
One of the QoS metrics for VoIP is delay, which is the time it takes for a voice packet to travel from the sender to the
receiver. Delay can affect the quality and intelligibility of the voice conversation, as well as the synchronization and
naturalness of the dialogue. The ITU-T G.114 recommendation suggests that the maximum acceptable one-way delay
for VoIP should be less than 150 ms, as anything higher than that can cause noticeable degradation and annoyance to
the users. Another QoS metric for VoIP is signal strength, which is the measure of how strong the RF signal is at the
receiver. Signal strength can affect the reliability and performance of the wireless connection, as well as the data rate
and throughput of the VolIP traffic. The CWNA Official Study Guide recommends that the minimum signal strength for
VolIP should be -67 dBm, as anything lower than that can cause packet loss, retries, jitter, and other issues that can
impair the voice quality. References: 1, Chapter 10, page 398; 2, Section 6.1
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QUESTION 3

You are using a site survey tool for post-implementation validation. You have installed the appropriate adapter driver
and imported a floor plan. Now, you want to take the next step in proper tool use. What must you do before gathering
survey data after the floor plan is imported?

A. Calibrate the floor plan

B. Install WinPCAP

C. Nothing, you can simply start capturing signal readings
D. Install iPerf

Correct Answer: A

Calibrating the floor plan is what you must do before gathering survey data after the floor plan is imported when using a
site survey tool for post-implementation validation. A site survey tool is a software application that can run on a laptop,
tablet, smartphone, or other device that has a Wi-Fi adapter and a GPS receiver. A site survey tool can scan the
wireless environment and collect information about the detected access points and client stations, such as their SSID,
BSSID, channel, signal strength, security, and data rate. A site survey tool can also measure and display various
metrics of network performance, such as throughput, jitter, packet loss, delay, and SNR. A site survey tool can also use
a floor plan to visualize the wirelesscoverage and quality in different locations on a map. A floor plan is an image file that
shows the layout and dimensions of a building or an area where the WLAN is deployed. A floor plan can be imported
from various sources, such as a CAD file, a PDF file, an image file, or a Google Maps screenshot. After importing a floor
plan into a site survey tool, it is necessary to calibrate the floor plan before gathering survey data. Calibrating the floor
plan means adjusting the scale and orientation of the floor plan to match the actual size and direction of the area.
Calibrating the floor plan can be done by using a reference point or a reference line that has a known distance or angle
in the real world. Calibrating the floor plan ensures that the survey data is accurate and consistent with the physical
environment. References: 1, Chapter 7, page 290; 2, Section 4.3

QUESTION 4

An RF signal sometimes bends as it passes through some material other than free space. What is the term that
describes this behavior?

A. Refraction

B. Warping

C. Scattering

D. Reflection

Correct Answer: A

Refraction is the bending of an RF signal as it passes through a medium with a different density than free space. This
can cause the signal to change its direction and speed, which can affect the accuracy and reliability of wireless
communication. Refraction is influenced by factors such as temperature, humidity, and atmospheric pressurel2.

References: CWNA-109 Study Guide, Chapter 2: Radio Frequency Fundamentals, page 72; CWNA-109Study Guide,
Chapter 2: Radio Frequency Fundamentals, page 67.
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QUESTION 5

In addition to coverage analysis results, what should be included in a post-deployment site survey report to ensure
WLAN users experience acceptable performance?

A. WAN interface analysis results

B. Capacity analysis results

C. Application Layer protocol availability analysis results
D. Layer 4 protocol availability analysis results

Correct Answer: B

In addition to coverage analysis results, what should be included in a post- deployment site survey report to ensure
WLAN users experience acceptable performance is Capacity analysis results. Capacity analysis is a method of testing
the ability of the WLAN to support the expected number and type of users, devices, and applications. Capacity analysis
can help to determine the optimal number and placement of access points, the appropriate channel and power settings,
the required QoS policies, and the expected throughput and latency levels. Capacity analysis results can help to verify
that the WLAN meets the performance requirements and service level agreements (SLAs) of the organization.
References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 548;
[CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 518.
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