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QUESTION 1

Which one of the following is not a valid acknowledgement frame?

A.RTS

B. CTS

C. Ack

D. Block Ack

Correct Answer: A

Explanation: RTS is not a valid acknowledgement frame. RTS stands for Request To Send, and it is a control frame that
is used to initiate an RTS/CTS exchange before sending a data frame. The purpose of an RTS/CTS exchange is to
reserve the medium for a data transmission and avoid collisions with hidden nodes. An acknowledgement frame is a
control frame that is used to confirm the successful reception of a data frame or a block of data frames. The valid
acknowledgement frames are CTS (Clear To Send), Ack (Acknowledgement), and Block Ack (Block Acknowledgement)
. References: CWAP-404 Certified Wireless Analysis Professional Study and Reference Guide, Chapter 6: MAC
Sublayer Frame Exchanges, page 186; CWAP-404 Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 187; CWAP-404 Certified Wireless Analysis Professional

Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 189; CWAP-404 Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 190.

QUESTION 2

Which one of the following portions of information is communicated by bits in the PHY Header?

A. SNR

B. Noise

C. Data rate

D. Signal strength

Correct Answer: C

Explanation: One of the information that is communicated by bits in the PHY header is data rate. Data rate is the speed
at which data is transmitted or received over the wireless medium. Data rate depends on factors such as modulation,
coding, channel width, spatial streams, and guard interval. Data rate is indicated by bits in different fields of the PHY
header, depending on the type of PPDU (e.g., OFDM, HT, VHT, HE). The receiver uses these bits to determine how to
decode and demodulate the rest of the PPDU. The other options are not correct, as they are not communicated by bits
in the PHY header. SNR (Signal-to-Noise Ratio), noise, and signal strengthare measured by the receiver based on its

own capabilities and environment. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 4:
802.11 Physical Layer, page 101-105

QUESTION 3

What is the function of the PHY Preamble?
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A. To terminate a conversation between transmitter and receiver

B. To set the modulation method for the MPDU

C. Carries the NDP used in Transmit Beamforming and MU-MIMO

D. Allows the receiver to detect and synchronize with the signal

Correct Answer: D

Explanation: The function of the PHY preamble is to allow the receiver to detect and synchronize with the signal. The
PHY preamble is a part of the PPDU that is transmitted before the PHY header and the PSDU. The PHY preamble
consists of a series of training fields that help the receiver to adjust its parameters, such as frequency, timing, and gain,
to match the incoming signal. The PHY preamble also helps the receiver to estimate the channel conditions and noise

level. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 4: 802.11 Physical Layer, page
99-100

QUESTION 4

An RTS frame should be acknowledged by which frame?

A.CTS

B. Ack

C. RTS-Ack

D. Block Ack

Correct Answer: A

Explanation: An RTS (Request to Send) frame should be acknowledged by a CTS (Clear to Send) frame. An RTS and
CTS frame are types of control frames that are used to implement a virtual carrier sense mechanism called RTS/CTS.
RTS/CTS is a technique that helps to avoid collisions and hidden node problems in wireless transmissions. When a STA
(station) wants to send a data frame, it first sends an RTS frame to the intended receiver, indicating the duration of the
transmission. The receiver then responds with a CTS frame, also indicating the duration of the transmission. The other
STAs in the vicinity hear either the RTS or the CTS frame and update their NAV (Network Allocation Vector) timers
accordingly, deferring their access to the medium until the transmission is over. The sender then sends the data frame,
followed by an ACK (Acknowledgement) frame from the receiver. The other options are not correct, as they are not used
to acknowledge an RTS frame. An ACK frame is used to acknowledge a data frame, not an RTS frame. An RTS- Ack
frame does not exist, as there is no such type of control frame in 802.11. A Block Ack (BA) frame is used to
acknowledge multiple data frames in a single frame, not an RTS frame. References: [Wireless Analysis Professional

Study Guide CWAP-404], Chapter 6:

802.11 Frame Exchanges, page 166-167

QUESTION 5
Which one of the these is the most important in the WLAN troubleshooting methodology among those listed?
A. Obtain detailed -knowledge of the wireless vendors debug and logging options

B. Interview the network manager about the issues being experienced
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C. Observe the problem
D. Talk to the end users about their experiences
Correct Answer: C

Explanation: Observing the problem is the most important step in the WLAN troubleshooting methodology among those
listed. This step involves capturing and analyzing the relevant data from the wireless network, such as packets, frames,

spectrum, and performance metrics. Observing the problem helps to verify the existence and scope of the issue, identify
the root cause and possible solutions, and validate the results of any actions taken. The other steps are also important,

but they are not as critical as observing the problem12 References:

CWAP-404 Study Guide, Chapter 1: Troubleshooting Methodology, page 15 CWAP-404 Objectives, Section 1.2:
Observe the problem
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