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QUESTION 1

Which one of the following is not a valid acknowledgement frame? 

A. RTS 

B. CTS 

C. Ack 

D. Block Ack 

Correct Answer: A 

Explanation: RTS is not a valid acknowledgement frame. RTS stands for Request To Send, and it is a control frame that
is used to initiate an RTS/CTS exchange before sending a data frame. The purpose of an RTS/CTS exchange is to
reserve the medium for a data transmission and avoid collisions with hidden nodes. An acknowledgement frame is a
control frame that is used to confirm the successful reception of a data frame or a block of data frames. The valid
acknowledgement frames are CTS (Clear To Send), Ack (Acknowledgement), and Block Ack (Block Acknowledgement)
. References: CWAP-404 Certified Wireless Analysis Professional Study and Reference Guide, Chapter 6: MAC
Sublayer Frame Exchanges, page 186; CWAP-404 Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 187; CWAP-404 Certified Wireless Analysis Professional
Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 189; CWAP-404 Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 190. 

 

QUESTION 2

Which common feature of a Spectrum Analyzer would be the best to help you locate a non- 802.11 interference
source? 

A. Max hold 

B. Min hold 

C. Location filter 

D. Device finder 

Correct Answer: D 

Explanation: The device finder is a common feature of a spectrum analyzer that helps locate a non-802.11 interference
source. The device finder uses a directional antenna to measure the signal strength of a specific frequency or signal
source. By pointing the antenna in different directions, the device finder can indicate the direction and distance of the
interference source. The device finder can also filter out other signals that are not related to the interference source. The
other options are not correct, as they do not help locate a non-802.11 interference source. Max hold and min hold are
features that show the maximum and minimum RF power levels over time,respectively. Location filter is a feature that
filters out signals that are not from a specific location or area. References: [Wireless Analysis Professional Study Guide
CWAP-404], Chapter 3: Spectrum Analysis, page 77-78 

 

QUESTION 3
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What is the function of 802.11 Management frames? 

A. Prioritize network administration traffic 

B. Communicate configuration changes between WLAN controller and APs 

C. Manage the BSS 

D. Manage the flow of data 

Correct Answer: C 

Explanation: The function of 802.11 management frames is to manage the BSS. A BSS (Basic Service Set) is a group
of STAs (stations) that share a common SSID (Service Set Identifier) and communicate with each other through an AP
(access point) or directly in an ad hoc mode. Management frames are one of the three types of 802.11 frames, along
with control and data frames. Management frames are used to establish, maintain, and terminate associations between
STAs and APs, as well as to advertise and discover BSSs, exchange security information, report errors, and perform
other management functions. The other options are not correct, as they are not functions of 802.11 management
frames. Prioritizing network administration traffic, communicating configuration changes between WLAN controller and
APs, and managing the flow of data are functions of other types of frames or protocols. References: [Wireless Analysis
Professional Study Guide CWAP-404], Chapter 5: 802.11 MAC Sublayer, page 120-121 

 

QUESTION 4

Which one of the following portions of information is communicated by bits in the PHY Header? 

A. SNR 

B. Noise 

C. Data rate 

D. Signal strength 

Correct Answer: C 

Explanation: One of the information that is communicated by bits in the PHY header is data rate. Data rate is the speed
at which data is transmitted or received over the wireless medium. Data rate depends on factors such as modulation,
coding, channel width, spatial streams, and guard interval. Data rate is indicated by bits in different fields of the PHY
header, depending on the type of PPDU (e.g., OFDM, HT, VHT, HE). The receiver uses these bits to determine how to
decode and demodulate the rest of the PPDU. The other options are not correct, as they are not communicated by bits
in the PHY header. SNR (Signal-to-Noise Ratio), noise, and signal strengthare measured by the receiver based on its
own capabilities and environment. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 4:
802.11 Physical Layer, page 101-105 

 

QUESTION 5

Prior to a retransmission what happens to the CWmax value? 

A. Increases by 1 

B. Reset to 0 
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C. Set to the value of the AIFSN 

D. Doubles and increases by 1 

Correct Answer: D 

Explanation: Before a retransmission, the CWmax (Contention Window maximum) value doubles and increases by 1.
The CWmax is a parameter that determines the upper limit of the random backoff time that a STA (station) has to wait
before attempting to access the medium. The random backoff time is chosen from a range of values between CWmin
(Contention Window minimum) and CWmax. The CWmin and CWmax values depend on the AC (Access Category) of
the traffic and the PHY type of the STA. If a transmission fails due to a collision or an error, the STA has to retransmit
the frame after waiting for another random backoff time. However, to reduce the probability of another collision, the STA
increases its CWmax value by doubling it and adding 1. This increases the range of possible backoff values and
spreads out the STAs more evenly. The STA resets its CWmax value to its original value after a successful transmission
or after reaching a predefined limit. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 7:
QoS Analysis, page 196-197 
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