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QUESTION 1

At a minimum, how often should incident response testing occur? 

A. Monthly 

B. Quarterly 

C. Whenever an event occurs 

D. Semi-annually 

E. Annually and whenever a significant change occurs 

Correct Answer: E 

Security Guideance:9.2 Recommendations - Testing will be conducted at least annually or whenever there are
significant changes to the application architecture. Customers should seek to integrate their testing procedures with that
of their provider (and other partners) to the greatest extent possible. 

 

QUESTION 2

Which SDP component terminates network traffic and enforces communication policies? 

A. Client 

B. Access Manager 

C. Gateway 

D. Firewall 

E. Controller 

Correct Answer: C 

 

QUESTION 3

CCM: A hypothetical start-up company called "CertBus4Sure" provides a cloud based IT management solution. They
are growing rapidly and have some security measures in place but the employees are still using their personal mobile
devices for storing and communicating company confidential information. So they decide to provide the employees with
company mobile devices and implement a Mobile Device Management policy. Two months later, a customer wants to
review CertBus4Sure\\'s mobile device security practices. Which of the following basic protection measures should the
client look for in the company\\'s Mobile Device Management policy? 

A. Registration of mobile devices 

B. Requirements for physical protection 

C. Requirements for mobile device software versions and for applying patches 
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D. Malware protection 

E. All of the above 

Correct Answer: E 

 

QUESTION 4

APIs and web services require extensive hardening and must assume attacks from authenticated and unauthenticated
adversaries. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 5

Which cloud storage technology would include a content delivery network (CON), files stored in SaaS, and caching? 

A. Database 

B. Volume storage 

C. Application 

D. Object storage 

E. Service 

Correct Answer: C 

Application/platform: Examples of these would be a content delivery network (CDN), files stored in SaaS, caching, and
other novel options. 
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