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QUESTION 1

Match the Diffie-Hellman group on the left with the correct application on the right. (Not all items will be used.) 

Select and Place: 

Correct Answer: 

 

QUESTION 2

Refer to the exhibit. 
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The ABC Corporation has a Cisco ASA in its test bed. A new network administrator is instructed to add a smart tunnel
application to the existing configuration. The configuration will enable a "temp_worker" who is using Microsoft native
RDP to have RDP access to server 10.0.4.4 only. 

Which statement is correct concerning the smart-tunnel configuration? 

A. The WebType access list is misconfigured. 

B. The smart tunnel list parameter is misconfigured. 

C. The smart tunnel group policy parameters are misconfigured. 

D. The smart tunnel configuration is configured correctly. 

Correct Answer: D 
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QUESTION 3

Which three statements concerning keystroke logger detection are correct? (Choose three.) 

A. It requires administrative privileges in order to run. 

B. It runs on Windows and MAC OS X systems. 

C. It detects loggers that run as a process or kernel module. 

D. It detects both hardware- and software-based keystroke loggers. 

E. It allows the administrator to define "safe" keystroke logger applications. 

Correct Answer: ACE 

 

QUESTION 4

Which statement is true about configuring the Cisco ASA for Active/Standby failover? 

A. All versions of Cisco ASA software need to have the same licensing on both devices. 

B. Both devices perform load sharing until a failure occurs. 

C. All VPN-related configurations and files are automatically replicated. 

D. VPN images, profiles, and plug-ins must be manually provisioned to both devices. 

Correct Answer: D 

 

QUESTION 5

The LAN-to-LAN tunnel is not established, but an administrator can ping the remote Cisco ASA. 

Which three IPsec LAN-to-LAN configuration parameters should the administrator verify at both ends of the tunnel?
(Choose three.) 

A. pre-shared key 

B. extended authentication password 

C. extended authentication username 

D. crypto ACL source IP address 

E. crypto ACL destination IP address 

F. tunnel connection-typE. originate or answer 

Correct Answer: ADE 
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