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QUESTION 1

Refer to the exhibit.

AZSALEZ0# show vpn-session anyconnect

U=ernames : engineerl Index : 7B
Azzigned IP : 10.0.4.80 Puh@ac TP : 172,526 26, 15
Protocol : Clientless 33L-Tunnel Diﬁg—Tunnel

License : AnyConnect Premium w;r

Encrypticon : RC4 AER1-ZR 3 Hashing : BHAD

Bytes Tx . 63504 ;i;r Bytes Rx . 172164
Group Policy @ engineering }{ : Tunnel Group : contractor
Login Time  : 11:35:57 UTC T%ﬁ Il § 20zl

Duration : Oh:0lm:52s ff”

Inactivity : Oh:00m:0De fﬁ

NAC EREesult : Unknown

VLAN Mapping : Static VLAN : 108

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.

From the information that is shown, where should the engineer navigate to find the prelogin session attributes?
A. "engineering" Group Policy

B. "contractor" Connection Profile

C. "engineerl" AAA/Local Users

D. DfltGrpPolicy Group Policy

Correct Answer: B

QUESTION 2

Refer to the exhibit.

access-list outside_cryptomap_1 line 1 extended deny tcp any host 10.0.4.4 eq https
access-list outside_cryptomap_1 line 1 extended p,ermlt tcp any host 10.0.4.0 255.255.255.0 ec:
crypto map outside_map 1 match address outside_cryptomap_1

In the CLI snippet that is shown, what is the function of the deny option in the access list?

A. When set in conjunction with outbound connection-type bidirectional, its function is to prevent the specified traffic
from being protected by the crypto map entry.

B. When set in conjunction with connection-type originate-only, its function is to instruct the Cisco ASA to deny specific
inbound traffic if it is not encrypted.
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C. When set in conjunction with outbound connection-type answer-only, its function is to instruct the Cisco ASA to deny
specific outbound traffic if it is not encrypted.

D. When set in conjunction with connection-type originate-only, its function is to cause all IP traffic that matches the
specified conditions to be protected by the crypto map.

Correct Answer: A

QUESTION 3

SSL server-side authentication is used for a client to verify the identity of a server. This type of authentication is
commonly used for servers that require secured transactions to protect user data or account information for online
purchases. Which one of these steps is not a step in the authentication process?

A. The client sends Hello to the server, listing all of its supported cipher suites.

B. The server sends Hello to the client, listing all of its supported cipher suites.

C. The server sends its certificate to the client.

D. The client generates, encrypts, and sends a session key.

E. The server sends Change Cipher Spec to indicate a shift to encrypted mode.

Correct Answer: B

QUESTION 4
Which statement is correct concerning the trusted network detection (TND) feature?
A. The Cisco AnyConnect 3.0 Client supports TND on Windows, Mac, and Linux platforms.

B. With TND, one result of a Cisco Secure Desktop basic scan on an endpoint is to determine whether a device is a
member of a trusted or an untrusted network.

C. If enabled, and a CSD scan determines that a host is a member of an untrusted network, an administrator can
configure the TND feature to prohibit an end user from launching the Cisco AnyConnect VPN Client.

D. When the user is inside the corporate network, TND can be configured to automatically disconnect a Cisco
AnyConnect session.

Correct Answer: D

QUESTION 5

Your corporation has contractors that need remote access to server desktops, in order to diagnose issues and load
software during nonbusiness hours. Which three clientless SSL VPN configurations allow these contractors to access
the desktops of remote servers? (Choose three.)

A. XWindows bookmark by using the XWindows plug-in
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B. RDP bookmark by using the RDP plug-in
C. SCP bookmark by using SCP plug-in

D. VNC bookmark by using the VNC plug-in
E. SSH bookmark by using the SSH plug-in
F. Citrix plug-in by using the Citrix plug-in

Correct Answer: BDF
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