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QUESTION 1

Refer to the exhibit.

Configuration > Remokte Access ¥YPN = AAALocal Users = Local Users O

Create entries in the ASA local user database, &

Command aukharization must be enabled in arder for the user account privileges @enfnrced. Tao enable command autharization, go ko
Authorization, @-&

A48 authentication console commands must be enabled in order For ¢ b@access restrictions to be enforced. To enable A4 authentication
command go to duthentication, é
WPM Group Lock

Username Privilege Level (Role) VPN Group Palicy

ermployeel 15 employee = Inhetit Group Polic,.. |
;managerl 2 ! managemenk -- Inherit Group Polic. ..
| conkrackar 15 Ful ™ -- Inherit Group Policy -- -- Inherit Group Palic, ..

|conkractort z Mo ASDMJCLT new_hire -- Inherit Group Polic... |

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel?

A. full restrictions (no Cisco ASDM, no CLI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Correct Answer: D

QUESTION 2

Which two Cisco ASA licensing features are correct with Cisco ASA Software Version 8.3 and later? (Choose two.)
A. Identical licenses are not required on the primary and secondary Cisco ASA appliance.

B. Cisco ASA appliances configured as failover pairs disregard the time-based activation keys.

C. Time-based licenses are stackable in duration but not in capacity.

D. A time-based license completely overrides the permanent license, ignoring all permanently licensed features until the
time-based license is uninstalled.

Correct Answer: AC

QUESTION 3

You are an NGFW administrator at a local school and want to take appropriate steps to limit exposure to explicit content
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for students. Which access policy action is the most effective with the least impact?
A. Limit bandwidth to 200 Kb/s.

B. Filter MIME image file types.

C. Enable IPS for NGFW.

D. Enforce Safe Search.

E. Block sites with poor web reputation.

Correct Answer: D

QUESTION 4

Which three methods are the most effective for an NGFW administrator to determine the URL category of a website?
(Choose three.)

A. Select the site from the Web Destinations dashboard.

B. Google it.

C. Enter the URL into the NGFW search field.

D. Select an event with the website as the destination in the event viewer.
E. Submit the URL to https://securityhub.cisco.com.

F. Open a TAC case at http://cisco.com/tac.

G. Search for the site on the components objects screen.

Correct Answer: ADE

QUESTION 5

Which two options are identity policy types? (Choose two.)
A. known

B. unknown

C. active

D. passive

E. white-list

F. black-list

Correct Answer: CD
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