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QUESTION 1

What do you call the process in which an attacker uses magnetic field over the digital media device to delete any
previously stored data? 

A. Disk deletion 

B. Disk cleaning 

C. Disk degaussing 

D. Disk magnetization 

Correct Answer: C 

 

 

QUESTION 2

An investigator has found certain details after analysis of a mobile device. What can reveal the manufacturer
information? 

A. Equipment Identity Register (EIR) 

B. Electronic Serial Number (ESN) 

C. International mobile subscriber identity (IMSI) 

D. Integrated circuit card identifier (ICCID) 

Correct Answer: B 

 

 

QUESTION 3

What does the acronym POST mean as it relates to a PC? 

A. Power On Self Test 

B. Pre Operational Situation Test 

C. Primary Operating System Test 

D. Primary Operations Short Test 

Correct Answer: A 

 

QUESTION 4
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Which of the following is not a part of disk imaging tool requirements? 

A. The tool should not change the original content 

B. The tool should log I/O errors in an accessible and readable form, including the type and location of the error 

C. The tool must have the ability to be held up to scientific and peer review 

D. The tool should not compute a hash value for the complete bit stream copy generated from an image file of the
source 

Correct Answer: D 

 

QUESTION 5

Which type of attack is possible when attackers know some credible information about the victim\\'s password, such as
the password length, algorithms involved, or the strings and characters used in its creation? 

A. Rule-Based Attack 

B. Brute-Forcing Attack 

C. Dictionary Attack 

D. Hybrid Password Guessing Attack 

Correct Answer: A 

Reference: https://info-savvy.com/password-cracking-techniques/#:~:text=Attackers%20use%20the%
20rule%2Dbased,characters%20used%20in%20its%20creation 
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