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QUESTION 1

The rule of thumb when shutting down a system is to pull the power plug. However, it has certain drawbacks. Which of
the following would that be?

A. Any data not yet flushed to the system will be lost
B. All running processes will be lost

C. The /tmp directory will be flushed

D. Power interruption will corrupt the pagefile

Correct Answer: A

QUESTION 2

Amelia has got an email from a well-reputed company stating in the subject line that she has won a prize money,
whereas the email body says that she has to pay a certain amount for being eligible for the contest. Which of the
following acts does the email breach?

A. CAN-SPAM Act

B. HIPAA

C. GLBA

D. SOX

Correct Answer: A

QUESTION 3

You are running through a series of tests on your network to check for any security vulnerabilities.

After normal working hours, you initiate a DoS attack against your external firewall. The firewall Quickly
freezes up and becomes unusable. You then initiate an FTP connection from an external IP into your
internal network. The connection is successful even though you have FTP blocked at the external firewall.
What has happened?

A. The firewall failed-bypass

B. The firewall failed-closed

C. The firewall ACL has been purged

D. The firewall failed-open
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Correct Answer: D

QUESTION 4

What does the command "C:\>weuvtutil gl " display?
A. Configuration information of a specific Event Log
B. Event logs are saved in .xml format

C. Event log record structure

D. List of available Event Logs

Correct Answer: A

QUESTION 5

Chris has been called upon to investigate a hacking incident reported by one of his clients. The company suspects the
involvement of an insider accomplice in the attack. Upon reaching the incident scene, Chris secures the physical area,
records the scene using visual media. He shuts the system down by pulling the power plug so that he does not disturb
the system in any way. He labels all cables and connectors prior to disconnecting any. What do you think would be the
next sequence of events?

A. Connect the target media; prepare the system for acquisition; Secure the evidence; Copy the media

B. Prepare the system for acquisition; Connect the target media; copy the media; Secure the evidence

C. Connect the target media; Prepare the system for acquisition; Secure the evidence; Copy the media

D. Secure the evidence; prepare the system for acquisition; Connect the target media; copy the media

Correct Answer: B
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