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QUESTION 1

Which components are required when encrypting SMTP with TLS on Cisco ESA when the sender requires TLS
verification?

A. self-signed certificate in PKCS#7 format

B. X.509 certificate and matching private key from a CA
C. self-signed certificate in PKCS#12 format

D. DER certificate and matching public key from a CA

Correct Answer: B

QUESTION 2

Refer to the exhibit.

H - i / Internet
10.1.10.23 10.1.10.1 199.209.31.21 R 3

-

email.mycompany.com

19920931 2

E E1?2.16.18.230 172.16.18.1 !
-~

email.mydomain.com

Which SPF record is valid for mycompany.com?
A. v=spfl a mx ip4:199.209.31.2 -all

B. v=spfl a mx ip4:10.1.10.23 -all

C. v=spfl a mx ip4:199.209.31.21 -all

D. v=spfl a mx ip4:172.16.18.230 -all

Correct Answer: D

QUESTION 3
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An administrator needs to configure a Cisco ESA to block specific domains based on their reputation. Which service
within the Cisco ESA should be utilized to accomplish this task?

A. Receiving SMTP Policy
B. Data Loss Prevention
C. Anti-Virus

D. Sender Group

Correct Answer: A

QUESTION 4

Which two Cisco ESA features are used to control email delivery based on the sender? (Choose two.)
A. incoming mail policies

B. spam quarantine

C. outbreak filter

D. safelists

E. blocklists

Correct Answer: DE

QUESTION 5

What is the maximum message size that can be configured for encryption on the Cisco ESA?
A. 20 MB

B. 25 MB

C.15MB

D. 30 MB

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117972-technote-esa-00.html
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