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QUESTION 1

DRAG DROP

An engineer must configure cloud connectivity with Cisco Umbrella Secure Internet Gateway (SIG) in active/backup
mode. The engineer already configured the SIG Credentials and SIG Feature Templates. Drag and drop the steps from

the left onto the order on the right to complete the configuration.

Select and Place:
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Add the secondary tunnel.

Create one high-availability pair using primary and secondary
tunnels.

Edit the service-side VPN template to inject a service route,

Select the SIG provider for the primary tunnel,

Step 1

Step 2

Step 4

Correct Answer:
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Select the SIG provider for the primary tunnel,

Add the secondary tunnel.

Create one high-availability pair using primary and secondary
tunnels.

Edit the service-side VPN template to inject a service route.

The configuration of cloud connectivity with Cisco Umbrella Secure Internet Gateway (SIG) in active/backup mode
involves several steps. After configuring the SIG Credentials and SIG Feature Templates, the engineer must: Select the
SIG provider for the primary tunnel: This is the first step in setting up the active/backup mode. The primary tunnel is the
main connection path for the cloud connectivity.

Add the secondary tunnel: The secondary tunnel serves as a backup in case the primary tunnel fails. It ensures that the

cloud connectivity remains uninterrupted even if there are issues with the primary tunnel. Create one high-availability
pair using primary and secondary tunnels: This step involves pairing the primary and secondary tunnels to create a high-
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availability pair. Thisensures that the cloud connectivity will switch over to the secondary tunnel seamlessly if the
primary tunnel fails. Edit the service-side VPN template to inject a service route: The final step involves modifying the
VPN template on the service side to include a service route. This ensures that the traffic is correctly routed through the
primary or secondary tunnel as needed.

References: Designing and Implementing Cloud Connectivity (ENCC) v1.01 Learning Plan: Designing and Implementing

Cloud Connectivity v1.0 (ENCC 300- 440) Exam Prep2 Configure Umbrella SIG Tunnels for Active/Backup or
Active/Active Scenarios - Cisco

QUESTION 2
DRAG DROP
An engineer must configure an AppGoE service node for WAN optimization for applications that are hosted in the cloud
using Cisco vManage for C8000V or C8500L-8S4X devices. Drag and drop the steps from the left onto the order on the

right to complete the configuration.

Select and Place:
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Select Device, select Service Node, and then set Template Name

Attach the device template to the device.

Navigate to Configuration, select Templates, and then select
Device Templates.

Click Create Template, select From Feature Template, and then
select the device model.

Step 2

Step 3

Correct Answer:
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Navigate to Configuration, select Templates, and then select
Device Templates.

- Click Create Template, select From Feature Template, and then
select the device model.

2024 Latest passditsure 300-440 PDF and VCE dumps Download

Select Device, select Service Node, and then set Template Name

Attach the device template to the device.

Step 1 = Navigate to Configuration, select Templates, and then select Device Templates.
Step 2 = Click Create Template, select From Feature Template, and then select the device model.

Step 3 = Select Device, select Service Node, and then set Template Name and Description.
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Step 4 = Attach the device template to the device.

The process of configuring an AppGoE service node for WAN optimization for applications that are hosted in the cloud
using Cisco vManage for C8000V or C8500L-8S4X devices involves several steps.

Navigate to Configuration, select Templates, and then select Device Templates:
This is the first step where you navigate to the Templates section in the Configuration menu of Cisco vManage.

Click Create Template, select From Feature Template, and then select the device model: In this step, you create a new
template for the device model from the feature template.

Select Device, select Service Node, and then set Template Name and Description:

After setting up the template, you select the device and the service node, and then set the template name and
description.

Attach the device template to the device: Finally, you attach the created device template to the device.
References:

AppQOE - Step-by-Step Configuration - Cisco Community Cisco Catalyst SD-WAN AppQoE Configuration Guide, Cisco
IOS XE Catalyst SD- WAN Release 17.x

QUESTION 3

A company has multiple branch offices across different geographic locations and a centralized data center. The
company plans to migrate Its critical business applications to the public cloud infrastructure that is hosted in Microsoft
Azure. The company requires high availability, redundancy, and low latency for its business applications. Which
connectivity model meets these requirements?

A. ExpressRoute with private peering using SDCI

B. hybrid connectivity with SD-WAN

C. AWS Direct Connect with dedicated connections

D. site-to-site VPN with Azure VPN gateway

Correct Answer: A

The connectivity model that meets the requirements of high availability, redundancy, and low latency for the company\\'s
business applications is ExpressRoute with private peering using SDCI.

ExpressRoute is a service that provides a dedicated, private, and high-bandwidth connection between the customer\\'s
on-premises network and Microsoft Azure cloud network.

Private peering is a type of ExpressRoute circuit that allows the customer to access Azure services that are hosted in a
virtual network, such as virtual machines, storage, and databases.

SDCI (Secure Data Center Interconnect) is a Cisco solution that enables secure and scalable connectivity between
multiple data centers and cloud providers, using technologies such as MPLS, IPsec, and SD-WAN3.

By using ExpressRoute with private peering and SDCI, the company can achieve the following benefits:
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References:

What is Azure ExpressRoute?

Azure ExpressRoute peering

Cisco Secure Data Center Interconnect

ExpressRoute circuit and routing domain

QUESTION 4

Refer to the exhibits.

hoatname R2
L]
interface Gigabit
ip address 10.30
duplex auto
spesd auto
i
interface GigabitEthernetD/1
ip address 10.20.10.1 255.255.255.0
duplax auto
spead auto
i
router aospf 1
network 10.20.10.0 0.0.0.255 area 1

neighbor 10.30.10.2 remote—as 100
1

snd

OsPF
Area 0

10.10.10.0/24 10.20.10.0/24 10.30.10.0/24

EIGRP
10.0.10.0/24

An engineer must redistribute OSPF internal routes into BGP to connect an on-premises network to a cloud provider
without introducing extra routes. Which two commands must be configured on router R2? (Choose two.)

A. router ospf 1
B. router bgp 100

C. redistribute ospf 1
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D. redistribute bgp 100
E. redistribute ospf 1 match internal external
Correct Answer: BE

To redistribute OSPF internal routes into BGP, the engineer needs to configure two commands on router R2. The first
command is router bgp 100, which enables BGP routing process and specifies the autonomous system number of 100.

The second command is redistribute ospf 1 match internal external, which redistributes the routes from OSPF process
into BGP, and matches both internal and external OSPF routes. This way, the engineer can avoid introducing extra
routes

that are not part of OSPF process 1, such as the default route or the connected routes.

References:

Designing and Implementing Cloud Connectivity (ENCC) v1.0, [ENCC: Configuring IPsec VPN from Cisco I0S XE to
AWS], [Deploying Cisco 10S VTI-Based Point-to-Point IPsec VPNS]

QUESTION 5

Refer to the exhibit.

e - ¥ —
'mmszmm& e mvasw

VPN connection
Cisco VPN Virtual Private
Router Gateway
- \\__

Which Cisco IKEv2 configuration brings up the IPsec tunnel between the remote office router and the AWS virtual
private gateway?
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A crypto ikev2 proposal Prop-DEMO
encryption aes-cbc-128
integrity sha1
group 2
I

crypto ikev2 palicy POL-DEMO
match address local 209.165.202.105
proposal Prop-POC

|

crypto ikev2 keyring DEMO-Keyring
peer Cisco-AWS
address 209.165.201.1
pre-shared-key DEMOlabCiscol12345

!

1

crypto ikev2 profile PROFILE-PoC
match address local 209.165.202.105
match identity remote address 209.165.201.1 255.255.255.255
authentication remote pre-share
authentication local pre-share
keyring local DEMO-Keyring

|

B. crypto ikev2 proposal Prop-DEMO
encryption aes-chc-128
integrity shal
group 2
!
crypto ikev2 policy POL-DEMO
match address local 209.165.202.105
proposal Prop-DEMO
|

crypto ikev2 kKeyring DEMO-Keyring
peer Cisco-AWS
address 209.165.201.1
pre-shared-key DEMOlabCisco12345
!

|

crypto ikev2 profile PROFILE-PoC
match address local 209.165.202.105
match identity remote address 209.165.201.1 255.255.255.255
authentication remote pre-share
authentication local pre-share
keyring local DEMO-Keyring

1

C. crypto ikev2 proposal Prop-DEMO

encryption aes-cbc-128

integrity sha1

group 2

!

crypto ikev2 policy POL-DEMO
mateh address local 209.165.202.105
proposal Prop-DEMO

|

crypto ikev2 keyring DEMO-Keyring
peer Cisco-AWS
address 209.165.207.1
pre-shared-key DEMOlabCisco12345
|

!
crypto ikev2 profile FROFILE-PoC
match address local 209.165.201.1
match identity remote address 209.165.202.105 255.255.255.255
authentication remote pre-share
authentication local pre-share
keyring local DEMO-Keyring
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A. Option A

B. Option B

C. Option C

Correct Answer: C

Option C is the correct answer because it configures the IKEv2 profile with the correct match identity, authentication,
and keyring parameters. It also configures the IPsecprofile with the correct transform set and lifetime parameters.
Option A is incorrect because it does not specify the match identity remote address in the IKEv2 profile, which is
required to match the AWS virtual private gateway IP address. Option B is incorrect because it does not specify the
authentication preshare in the IKEv2 profile, which is required to authenticate the IKEv2 peers using a pre-shared key.
Option C also matches the configuration example provided by AWS and Cisco for setting up an IKEv2 IPsec site-to- site
VPN between a Cisco I0S-XE router and an AWS virtual private gateway.

References:

1: AWS VPN Configuration Guide for Cisco I0S-XE

2: Configure 10S-XE Site-to-Site VPN Connection to Amazon Web Services
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