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QUESTION 1

A wireless engineer has performed a Wireshark ccapture on an 802.1x authentication process to troubleshoot a
connectivity issue.

Which two types of packet does the EAP contain? (Choose two.)
A. EAP complete

B. EAP response

C. EAP failure

D. EAP request

E. EAP reply

Correct Answer: BD

QUESTION 2

Refer to the exhibit.
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No. | Time Source Destination Protocol | Length | Info
2| 0.003747 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
3| 1.087479 10.48.39.214 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
4| 2.733577 10.48.39.214 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
5| 2.999859 10.48.39.251 10.48.71.21 UDP 178 | 9999 = 2003 Len=136
6| 3.001227 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
7| 4.355249 10.48.39.214 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
8| 5.999538 10.48.39.251 10.48.71.21 UDP 178 | 9999 -> 2003 Len=136
9| 6.000959 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
10 | 8.000418 10.48.39.251 1048.71.21 UDP 146 | 9999 = 2003 Len=104
11| 9.000791 10.48.39.251 10.48.71.21 UDP 178 | 9999 - 2003 Len=136
12| 9.262904 10.48.39.214 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
13 | 10.894785 10.48.39.214 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
14 11.995126 10.48.39.251 10.48.71.21 UDP 194 | 9999 = 2003 Len=152
15| 11.999193 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
16 | 14.994902 10.48.39.251 10.48.71.21 UDP 178 | 9999 = 2003 Len=136
17 | 14.996368 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
18 | 17.994857 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
19| 17.996231 10.48.39.251 10.48.71.21 UDP 162 | 9999 =<» 2003 Len=120
20| 18.102843 10.48.39.251 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
21| 21.098408 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
22 | 21.099952 10.48.39.251 10.48.71.21 UDP 162 | 9999 - 2003 Len=120
23| 24.008574 10.48.30.251 10.48.71.21 UDP 146 | 8090 = 2003 Len=104
24 | 24.099804 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
25 | 27.098099 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
26 | 27.099839 10.48.39.251 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
27 | 28.880307 10.48.39.164 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
28 | 28.881569 10.48.39.214 10.48.71.21 CAPP 146 | CAPP MDS5 Encrypted
29 | 30.094237 10.48.39.251 10.48.71.21 UDP 178 | 9999 - 2003 Len=136
30 ( 30.097812 10.48.39.251 10.48.71.21 UDP 146 | 9999 > 2003 Len=104
31| 30.513451 10.48.39.214 10.48.71.21 UDP 130 | 9999 - 2003 Len=88
321 30.515926 10.48.39.164 10.48.71.21 UDP 130 | 9999 = 2003 Len=88

= Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
= Ethernet ll, Src: Ciscolnc_2a:c4:a3 (00:06:f6:2a:c4:a3), Dst Vmware_994e:19 (00:50:56:99:4e:19)
> Internet Protocol Version 4, Src: 10.48.39.251, Dst: 10.48.71.21

= User Datagram Protocol, Src Port: 9999 (9999), Dst Port: 2003 (2003)

v Dala (120 byles)
Data: ae 2f 44 fO 00 00 b4 5f ef 06 fd cb b7 6c 03 c7 ..

[Length: 120]

The image shows a packet capture that was taken at the CLI of the Cisco CMX server. It shows UDP traffic from the
WLC coming into the server. What does the capture prove?

A. The Cisco CMX server receives NetFlow data from the WLC.

B. The Cisco CMX server receives NMSP traffic from the WLC.
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C. The Cisco CMX server receives SNMP traffic from the WLC.
D. The Cisco CMX server receives Angle-of-Arrival data from the WLC.

Correct Answer: D

The wireshark capture proves that the CMX receives the AcA information as shown in the image.

‘® [ ] - aoal.peap
- = — —_— — E - - ——-
4d R ® ARl QeEsEF EIE QQ QT
A Apply a display fiite A
No. Time Source Destination Protocal Lengtt Info
1 8.000000 10.48.39.251 10.48.71.21 uop 162 9999 - 2083 Len=129
2 B.8e3747 10.48.39.251 19.48.71.21 uop 146 9999 - 2083 Len=184

https://lwww.cisco.com/c/en/us/support/docs/wireless/connected-mobile-experiences/200907-configuring- and-
troubleshooting-hyperloc.html

QUESTION 3

A network engineer has been hired to perform a new MSE implementation on an existing network. The MSE must be
installed in a different network than the Cisco WLC. Which configuration allows the devices to communicate over
NMSP?

A. Allow UDP/16113portonthe central switch.

B. Allow TCP/16666 port on the router.

C. Allow TCP/16113 port on the firewall.

D. Allow UDP/16666 port on the VPN router.

Correct Answer: C

https://www.cisco.com/en/US/docs/wireless/mse/3350/6.0/CAS/configuration/guide/msecg_ch4_C AS.html

QUESTION 4

A corporation has a wireless network where all access points are configured in FlexConnect. The WLC has a Data
WLAN and a VoWiFi WLAN implemented where centrally-switched is configured for the APs. Which QoS configuration
must be implemented for the wireless packets to maintain the marking across the wired and wireless network?

A. Enable CAC

B. Trust DSCP

C. Set QoS to Platinum

D. Allow WMM

Correct Answer: B
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WMM is WiFi Multimedia Qos, the question was which feature provides for wireless and WIRED

QUESTION 5

An enterprise has recently deployed a voice and video solution available to all employees using AireOS controllers. The
employees must use this service over their laptops, but users report poor service when connected to the wireless
network. The programs that consume bandwidth must be identified and restricted. Which configuration on the WLAN
aids in recognizing the traffic?

A. NetFlow Monitor

B. AVC Profile

C. QoS Profile

D. Application Visibility

Correct Answer: D
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