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QUESTION 1

Which statement about the local and remote methods in an IKEv2 authentication exchange is true?
A. There must be one local and two remote methods

B. They must be different

C. They must be the same

D. They must be the same or different

Correct Answer: C

QUESTION 2
Scenario:

You are the senior network security administrator for your organization. Recently and junior engineer configured a site-
to-site IPsec VPN connection between your headquarters Cisco ASA and a remote branch office.

You are now tasked with verifying the IKEvI IPsec installation to ensure it was properly configured according to
designated parameters. Using the CLI on both the Cisco ASA and branch ISR. verify the IPsec configuration is properly

configured between the two sites.
NOTE: the show running-config command cannot be used for the this exercise.

Topology:
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Topology
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In what state is the IKE security association in on the Cisco ASA?
A. There are no security associations in place

B. MM_ACTIVE

C. ACTIVE(ACTIVE)

D. QM_IDLE

Correct Answer: B

This can be seen from the "show crypto isa sa" command:

ASR#show cri?pto isa sa
IKEv]l SAs:

Active SA: 1 ©@
Rekey SA: 0 (A tunnel will report 1 Ac@%@é and 1 Rekey SA during rekey)

Total IKE SA: 1 ;

3l ERl Peer: 20300112
Type RO, %~ : responder
Rekey : no : MM ACTIVE

There are no IKEvZ SAs
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QUESTION 3

What are two variables for configuring clientless SSL VPN single sign-on? (Choose two.)
A.CSCO_WEBVPN_OTP_PASSWORD

B. CSCO_WEBVPN_INTERNAL_PASSWORD

C. CSCO_WEBVPN_USERNAME

D. CSCO_WEBVPN_RADIUS_USER

Correct Answer: BC

QUESTION 4

What represents a possible network configuration issue in clientless SSL VPN deployment?
A. The AnyConnect version is not up to date

B. NAT exemption has not been configured

C. The VPN IP pool is exhausted

D. The SSL server public certificate is untrusted

Correct Answer: D

QUESTION 5

Refer to the Exhibit. All internal clients behind the ASA are port address translated to the public outside interface, which
has an IP address of 3.3.3.3. Client 1 and Client 2 have established successful SSL VPN connections to the ASA.
However, when either client performs a browser search on their IP address, it shows up as 3.3.3.3.

SBNTEY Cliewt 1 10,111

LLY 200

Client 2 10,1.0.2

e AW a & =

Why is the happening when both clients have a direct connection to the local internet service provider?
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A. Same-security-traffic permit inter-interface has not been configured.
B. Tunnel All Networks is configured under Group Policy.

C. Exclude Network List Below is configured under Group Policy.

D. Tunnel Network List Below is configured under Group Policy.

Correct Answer: B
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