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QUESTION 1

One of the goals of CSIRT is to manage security problems by taking a certain approach towards the customers\\'
security vulnerabilities and by responding effectively to potential information security incidents. Identify the incident
response approach that focuses on developing the infrastructure and security processes before the occurrence or
detection of an event or any incident: 

A. Interactive approach 

B. Introductive approach 

C. Proactive approach 

D. Qualitative approach 

Correct Answer: C 

 

QUESTION 2

An organization faced an information security incident where a disgruntled employee passed sensitive access control
information to a competitor. The organization\\'s incident response manager, upon investigation, found that the incident
must be handled within a few hours on the same day to maintain business continuity and market competitiveness. How
would you categorize such information security incident? 

A. High level incident 

B. Middle level incident 

C. Ultra-High level incident 

D. Low level incident 

Correct Answer: B 

 

 

QUESTION 3

The main feature offered by PGP Desktop Email is: 

A. Email service during incidents 

B. End-to-end email communications 

C. End-to-end secure email service 

D. None of the above 

Correct Answer: C 
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QUESTION 4

A risk mitigation strategy determines the circumstances under which an action has to be taken to minimize and
overcome risks. Identify the risk mitigation strategy that focuses on minimizing the probability of risk and losses by
searching for vulnerabilities in the system and appropriate controls: 

A. Risk Assumption 

B. Research and acknowledgment 

C. Risk limitation 

D. Risk absorption 

Correct Answer: B 

 

QUESTION 5

The individual who recovers, analyzes, and preserves computer and related materials to be presented as evidence in a
court of law and identifies the evidence, estimates the potential impact of the malicious activity on the victim, and
assesses the intent and identity of the perpetrator is called: 

A. Digital Forensic Examiner 

B. Computer Forensic Investigator 

C. Computer Hacking Forensic Investigator 

D. All the above 

Correct Answer: D 
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