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QUESTION 1

What is the best defense for traffic fragmentation attacks? 

A. Deploying a passive security solution that monitors internal traffic for unusual traffic and traffic fragmentation 

B. Deploying a next-generation application layer firewall 

C. Configuring fragmentation limits on a security solution 

D. Deploying a proxy or inline security solution 

Correct Answer: D 

 

QUESTION 2

What is a phishing attack? 

A. A phishing attack is the act of incorporating malicious ads on trusted websites, which results in users\\' browsers
being inadvertently redirected to sites hosting malware. 

B. A phishing attack uses SQL injection vulnerabilities in order to execute malicious code. 

C. This is a type of denial-of-service (DoS) attack where the attacker sends numerous phishing requests to the victim. 

D. This is a type of attack where the attacker presents a link that looks like a valid, trusted resource to a user. When the
user clicks it, he is prompted to disclose confidential information such as his username and password 

Correct Answer: D 

 

QUESTION 3

Which event occurs when a signature-based IDS encounters network traffic that triggers an alert? 

A. connection event 

B. endpoint event 

C. NetFlow event 

D. intrusion event 

Correct Answer: D 

 

QUESTION 4

How does malware evade sandbox detection? 

A. change the file\\'s SHA or the file\\'s extension 
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B. compress the malware file 

C. avoid triggering malicious activities when it is run within a virtual environment 

D. alter the file behavior such as the protocol used for the CnC traffic 

Correct Answer: C 

 

QUESTION 5

What is PHI? 

A. Protected HIPAA information 

B. Protected health information 

C. Personal health information 

D. Personal human information 

Correct Answer: B 
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