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QUESTION 1

You want to restrict host access to a wireless access point.

What is the best way to do this?

A. Enable MAC address filtering at each host.

B. Log in to the access point and configure features, such as changing the SSID.

C. Change the Direct Sequence Spread Spectrum (DSSS) signal at both the access point and each hosts NIC.

D. Install software on the host you want to limit, then use a Web browser to log in to the host and configure it with the
necessary settings to use the access point.

Correct Answer: B

QUESTION 2

Gabby suspects that an attacker has gained control of her system. Which of the following is the most appropriate action
for her to take?

A. Shut down the computer.

B. Enable strong encryption on all files on the hard disk.

C. Run anti-virus software on all disks associated with this system.

D. Unplug the computer network cable and/or disable the computer\\'s wireless NIC.

Correct Answer: D

QUESTION 3

Which type of attack is a form of social engineering in which an attacker attempts to steal personal or confidential
information by sending e-mail that lures unsuspecting victims to log in to an authentic- looking but imposter Web site?

A. Replay
B. Phishing
C. Spoofing
D. Pharming

Correct Answer: B

QUESTION 4
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Marsha has been hired by XYZ, Inc., to update the company Web site. Marsha discovers that the existing Web pages
were structured using tables. Marsha needs to explain to XYZ why the Web site needs to be recoded in HTML5 with
CSS controlling the structure of the document. What is the most important reason for using HTML5 and CSS?

A. The updates will increase user traffic to the site.

B. The updates will improve the overall look and feel of the Web site.

C. The Web site can be interpreted by any HTML5-compliant browser, including mobile devices.

D. The Web site will rank higher in many search engines results, as long as the search engine bot recognizes the code.

Correct Answer: C

QUESTION 5

The Internet has enabled many new anti-social activities, such as online stalking, cyber bullying, and addiction to
solitary online activities. Which choice is the most feasible way for schools and parents to reduce cyber bullying?

A. Monitor, track and record all online activity conducted by students.

B. Teach teens that the use of online communication is a freedom of expression.

C. Prevent students from accessing the Internet while at school so that they learn good habits.
D. Educate students about cyber-ethics and the consequences of questionable online behavior.

Correct Answer: D
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