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QUESTION 1

What is single sign-on? An authentication method: 

A. that allows users to authenticate once, and then uses tokens or other credentials to manage subsequent
authentication attempts 

B. that stores user credentials locally, so that users need only authenticate the first time, a local machine is used 

C. requiring the use of one-time passwords, so users authenticate only once, with a given set of credentials. 

D. that uses smart cards, hardware tokens, and biometrics to authenticate users; also known as three-factor
authentication 

E. that requires users to re-authenticate for every resource accessed 

Correct Answer: A 

 

QUESTION 2

You are a system administrator managing a pool of database servers. Your software vendor releases a service pack,
with many new features. What should you do? (Choose TWO.) 

A. Eliminate the testing phase of change control. 

B. Read the release notes. 

C. Refuse to install the service pack. 

D. Install the service pack on all production database servers. 

E. Install the service pack on a database server, in a test environment. 

Correct Answer: BE 

 

QUESTION 3

A(n) _______ is the first step for determining which technical information assets should be protected. 

A. Network diagram 

B. Business Impact Analysis 

C. Office floor plan 

D. Firewall 

E. Intrusion detection system 

Correct Answer: A 
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QUESTION 4

Maintenance of the Business Continuity Plan (BCP) must be integrated with an organization\\'s _______________
process. 

A. Change-control 

B. Disaster-recovery 

C. Inventory-maintenance 

D. Discretionary-budget 

E. Compensation-review 

Correct Answer: A 

 

QUESTION 5

A(n) _______________ is an unintended communication path that can be used to violate a system security policy. 

A. Covert channel 

B. Integrity axiom 

C. Simple rule violation 

D. Inferred fact 

E. Aggregated data set 

Correct Answer: A 
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